LBNEITULEUD

AMSNTTUNITUSUITHAZINNISSUUABNNILADS Vag Un.

TAsenN1snsIRdauAMuiuasUaendedumaluladansaume
A835N15NAEBULANENYR9I1T (Penetration Testing)
Us2a1U9uUsEaed W.6. 2568
JuUssud 2,284,450 U

AUGATEUMAINENITUIHITUUNATDS
NSUNISUNATIY NTLNTIIUN ﬁl‘lﬂ&l



GREITT

WUUTIBUaTUlATINTNDHATTUNALIINZENTBIAMANEAZIANZ

LONET WUU Ann.AN. 01

daufl 1 : unasulasens

dauil 2 : Teandalasansiauavaayda

1

2,

5.

dolasams

dus1vns

syuvnulagiu

syuvnulug

4.1 ngussasAnazidmune

4.2 Uszlavn13veayds

4.3 MIUATINULDBNUUUTTUY havANANENEI8IgUNTal
peufmeinisamlulasenis

44 apuiinamg

4.4 alaTne

4.5 wHunNIbuULaEIsTzaa L iuu

P i Sras
nauszlevunmniiazlasu

Tutawesian

LONETTLNULAY

2
WU

NIANUIN .

10
10
10
11
ATANUIN U,

AMARNUIN A.




AT1ARNUIN 1.




LIPBUMLELELLIER] IEL 9o n._._m_____.ﬂ-.‘usrt@mm.__rE_,ﬂPm_n____n.,rErw2@._wrmmmwrcnmﬁE_..S:_mwrmmGHEErSvﬁw._____.nwc.mwS__Pﬁ_.nmmwwgwqw&?rm;wﬁa@cmar»E#rﬁ:rtrw?&cﬁrﬁrﬁrp s

1L ErﬁwrMmmwr:nm__EE MEELEREII]BAIPLELAEU __nr._.a cWnm.:__._H.c,_._wE.SC._nw??ﬁnwr::&ugr@.ﬁr&rwwe‘m?;ﬂ MLUMRARIRERLELA E,@m__.ﬁacwnw [MEEUMER]AIRENE LTSMERLIAMMELUNEILE "5

RLWNE cnw?mawﬁ__?»wwﬁ vmvr.m..._.E_..w:_m._awmrwﬁ..@rwm.ﬁncﬁ.s. B RLICARLEMLEMERAULEELNEERBRBLYLENELLU "©

WAL
0Sh'rez'e LLUBLYLUTOLITAENLTELE
9 rMILbelALY
MLLHBIFLLILE ALALY FLRIPLLHLE ELUALE nyLe
r:mewc:w:mﬁ:nm
00'05H'H8Z'Z B
(Bunse| uoljensuad)
LU{FRRLIAALEINERYAELUSLALY WIWTTEELE
00050822 1 00°05b'b8Z'z 00°002'81b'2 00'00L'825'2 00'05Y'v8Z'2 RUTUAINLYRUWEENBAEIELLYNELLLINNAL | T
(UBINLT © READLEE) | (nnnnpipreng @ un) "p"oD (npBry ug o
. BUO|SS2J0, sunsuo
ETRTET ) MLLRRILE TLiLe PEELELULE i e B s oo el f Wi ELUALE Ly
(BR]NLT © REHLLRBUM|NLIGUILE GUA 8 /ALE 1 REILLABARKINALNY)
lsbLMWBRINLIBATEL BLOWMBIAULELULENELLY
WNALLUWLUASIABELULLENERILGIOUIBEA L AL EUZEUNBRITIUILULLLE LT UL
MELEMRIGL MLALE FBELELULE 101w LS (LDIW LsrauireLs) 2o ELURLL nuLg

WL 0S'PBZ'Z MATNLALY SRUILMITRUIBLUNBRMILNLE

ULM 0SH'P8Z'T MHINLALE SLUBLLIMRIBLILE

o=t

E:.Sr.tircnw?ﬁwwrcﬁurw?nmw_w@ac_—mmﬁ - BALYLLLAREUCBLILTULTLYE WY

PEEBUMELUMEU BREBUMILLEE rFm;wrcmed_uF¢3mwrm%;B q._._..w.aﬂrs.m_w

wmsﬂn@am_&hamc?m?@_

896G "I"M FOLIERENPALEREN (Bupsal uonenauad) LWIPCRLZLLINECRYALLUSLALY BRIMELLEREN] EMINLYRYYEENLYILERLLENCEELABLLUBEE] mW

(o "¥'u bEANLN) ©O “UItUUY Nnm

= yngern -

LAFLLE
po

" WALUMRALELUN] "Wl DER LELUMELUZMUULELLULSIIL|NERNMIELLUNLY]) ELUUSAMNERNMAIILLUAILIBELEMEMT ‘UM bR LELURELUSTIBENET

wrc:_wwﬁ?._._.—m?;__m._arncﬁwrawrﬂﬂhu._ AT BER LELUMLEURNIWEMET D

(LHBEELUNEY) rE_..wnm.su_..?_.gaamv_.._\_m_drwm_.rRm_n_.hx..__,nrP_.._.r&wr_w__k:wViwr:?ﬁw?wm;rvmrw:ﬂsd




1 A
d2uil 1 unagulasenig

1. YolATINISLATUUIYIIUTSURNYDU
= ) W = v e
Folasans : lnsansaneaeumiusiuaslasnsesumaluladaisaumnd sredsnsveaauiany
vNYBalnd (Penetration Testing) UssdnTeauusennay w.a. 2568

Mheuiisulinvey : gudasauwmaiiansuImsulnases nsun1sUnAses nsensrsmalve

2. Tnguszasauazilmanevaslasenis
2.1 Ingusvase
1) ieanA s suazransznuiiafntundeanauiulavesuazaion
aumerlunisiuiiofudeanauianglusazniuuen
2) WeilATesiuasUsiliunaABITBIsSEU VA SAUMAYANSYIAABUNTSI LN
Yodlvi infetheannnelusaznmeusnwissisiudeiausuurlunmsuiulss
ssuumuUaeadeiiiAeades
3) leiiueuasnsty uasiiumstiostuannslaudveslaivsvasda
4) a¥emnuviidedeuazifuaudiilalunisld
2.2 Whwiane
IamszuusneaeunsiuaasasedumalulaBasaumna fe3snismadeu
191evteslwd (Penetration Testing) 1 seuy dwiunsussfiuausiung
Uaandevesszuuansaumanglumhsnuiiedunqaseulunsidhfiessuusingg
lnsgnsvdeunielunineaures Ua. (Usunsumeaaumsyninseuunienis

Tasungnsalielinsuiwansenuvestadluilussuuiiniisn)

3. YaULANISALUIATINITAUNLNTIAUSURAYD U
3.1 AudansaumaiianIsussnuUnases Tsnnani

aa. Wumhsauiiinsiadnlumsiauiwezy fulgssuuamsaumaves Ua. il
atfuayuulounen Un. Iéuneumneainizuia am. uas vee Ua. Isuduaumulouiouas
nanvdAgyldegelivsz@nsnm ueuusulevisuasdnvhusuwiunnagns wasunuufiinig
malulaBansaume sy Faeu uasysediung UimskaeRausE A TaumA fAnw
Aasedt eanuUY warUsegndliuinnssussuuasaumAiaRaLIM U uTB Ul
UtRnsnsu wazliugudnanaeietedeyaansaumaiionsumsmumssefusune finn

yaansuasdaviwvangmsineusuinumsldmalulagansauwa sasnauujuiauaviuns



d} ot 1 1 24
AMENIIINTdoYAaNsaUWANSUNTSUNATEY Wazaudy 4 AldSuneunmne widasadanely
penilu 1 dhe 4 nguen Ted

1) dreuimisaily

2) NEUNUATIZUAEARIU

3) ngunuUHURNsuazUITIaNaTEYA

4) NAUNUIRIINTR YUY TUINTTZULATAUNA
5) nguILAULARBUNITUIMINUUNATUUATTA

3.2 TURBUNITANTUIIY

s a o = :‘1 ot L) o = =
daviivesulszinalull beos WelasunsoyiRsuussuna dudunislaeds
e-bidding

a.an A mne/glasunayselemnd

AlYsEuvaTaUmAYaINIUNITUNATEY

<. szuvnuizadululassnis
.o Yymuazguassalunmsufiinuuagemudnduiidesiailasims
nsumsunasedasguiansaumeiionsuimsanuunases Ieiinsiuelulas
ansaumeadnuaslunsufoRnueineg infuicludesaenunin uavasny
atiuayu ‘51uﬁ%‘lﬁlﬂwﬁmwwﬁﬂuﬂ'1'31.548Lm'i'%’au“aﬂziﬁm'lsﬁi'mq fimadouseiniote
melufupsetsneusnihlitimudessnindoanaaluguuuusing ffidessuy
asaumAvessAnsuasiiaduanAumdlaues Sulussdirmunisulusumsinm
muiiunsasnsemdleuesvatsinu 919 mulasiaieiugiu maihsels Jesiuuas

uideym MInsIvdeutadlwivedsTuvaNTaLWA 's'mﬁaLﬁulmﬁﬁaﬁnﬂsLﬂuLﬁﬁganﬁaq
Vosnsa uenanil s uludenasuadnmuansalumsiuiiefulaeuesesins
qua’a'ﬁaummﬁamﬁﬁmimuﬂnmaa ATENTNTIAIUEIAYUBINITTNEIAIM
ffunasaduvssszuvansauma dnuieliudlainmssnsansiunsasaduszuy
ANTAUNATDIDIANTHAUNE D wariiussanina Jallmnudndudaaeuade
Famwaunsalunssuileduluvesvesednslitiuszavsamidunitdy Taadav
Tassnisnsisdeumuiuasasnsesumeluladansauma feismsvaaouaizm
fiaslud (Penetration Testing) Uszandauussana wa. 2568 1u islszuumalulad
asaumeveinsun1sUnasealulusgamngan fusyaninw fanusiupsaandouas
annsadiuanuldeguseies suviitlasiuligmitenmasfatuanmsldeuszu
mﬂiuiaﬁmsaumﬂlué’ﬂwmzﬁlﬂgnﬁmuasmﬁqﬂﬂﬂmmmﬁasﬁha‘] ?j‘ﬂwsa’luﬂwﬁué’ﬂ:iﬁ

ARSI UAMUIUAIUADAN BRI UNA LU LA A SAUMNAMILITNSNAADULR IS T R LATLA



Slvihssuumsinnmuiunsaeadefumelulaansaumavesesdnsiissuunsiasiy
fisanaisswe Lazannsadesnunslanfniutammesineg nngluuy wezslumsidums
a.5.u.3nwanasiunsuaendelawes wa. 2562, W.3.U.AuATaRYRdIuY AR WA,
2562 UaghnugnsAansyF 20 U

4.2 S$UUnUNUeaulR
lusunsunisesiagsuanuiuaslasnsesumeluladaisaumea aedsnisnaasu

\91emedlnd (Penetration Testing) §1uu 1 svuu Taed license wiauns3ulseiu 12 weu

5. MalAsEayAaINTHUHURIATINTS

= I

o = 2 :Jal o 1 28 = & =5 =
ﬂ'ﬁﬁ]’lLuuzﬂﬁﬂﬂ'liﬁlﬁisﬂuﬂﬁqﬂ‘i?’lll1?]'1LL‘HUN’]‘L!LLﬁEﬂ’J'\ﬂJEﬂquﬂﬂuW’ltﬁﬂ‘i YIUBYLAL

U

e - = e Y A o a - w o o
10 Al LLa3NLLNULW3JL!F’]EI"Iﬂ3VELﬂE]TﬂEN L‘WI’]L‘i"il}'ﬂ'igﬁ“i’l'ﬁﬂ']Wﬂ'ﬂ']!JL‘llﬂ]LL%Q’?JEN'??%UU\T]Uiﬁﬁ'IL%ﬁ]‘L@]

s 4

ansnviang i’gmﬁqsﬁ'mﬁtﬁﬁmiﬂnau'suﬁmaauﬁqma%‘lﬁnugﬂ

LY

HURULAZEUITINTIBAUAN 9
Tilenudanunsavianlasd

5.1 amnsedneiivunaudnusteuaias dasruuindadenlesssuuiaies
Aeufimes Anvissisenuuuiiafugnddssuy yaddsegng Tuiinsideurie
afuensldddsrng q liuSnwuuzihnseusieaiuineimsaeuiiawesiusag 4 ud
ypansvsevihieu Ansuanuinivteavaluladadeln

5.2 @N3130AIUAY AUa FauwTY ATIvdauMIYiney unlulgvnisldnuves

= = o o & a | = w
ruuIATRIRBNTIMRSUAzaUNSalFanY SvuuAS et eEpans sauvissruvaTuayusng 9 tiveld

-] £ 1 L] d - =
sEUUUEIIsavinaulaegsalinaaziusyansan

6. 29duan 1438

Tdaudszatusedne Usednleuussanm w.a. 2568 WNWATL : gNSAERINmUT
UsMsUszrrunaznsiauUssaniawaiasy wandn : lassmsaduayunisysuinisadly
fufilewamuUsyaninmniady Aenssamdn : advayunisujuianuvedune lasanns
psavasunIEiuasasafesumaluladasaumna feiinmeasuizmieln
(Penetration Testing) UsgdnTeulsesnns w.A. 2568 UaIU MUINAIATATIARLRINO IS

77 1 87U 971U 2,284,450 UM



: = = = wa
AUN 2 'ﬁqﬂama&lﬂiﬂﬁ\‘lﬂ'ﬁ‘ﬂkﬁuaﬂﬂauﬂdﬂ

1. YolASINS

1.1 ¥alasens : lasenismsiaadaumutiuaslasndunuwmaluladansaume medsn1sinaauans

#edlnd (Penetration Testing) Ussa1Uauuseun w.a. 2568

1.2 AuaennaasfuynsAanIseauma

1.2.1 gysmansadsyes 20 T (w.e. 2561 - w.a. 2580) fuil 1 fuArmsiuag AsWAL
Tasasitugrusumeluledidvalunmsuveinsunisunases wasduil 6 duns
USuausauazinnnsruumsuimsiansaass Ussifiugnsmansil 1 anasgiie
Ussrwulugudnarmeuaussnusieans wazliusmsednazainsang?

1.2.2 unualunaelagnseans (w.e. 2561 - 2580) MsITeuasiauILInngsy mMuday
UFuaunauasiaLIzuUMIuIMIInnIIN1Asg lnensduaiuniiide Waw uway
Ussgndlduinnssalumatannnisuimsdamaniedy wielifianuviuaie sevaussa
sosmsuagliuimsuszrmuldognsasainsiag waslusala

123 wnuimuniassgiauasdanuuisnd atuil o3 S77 4 wyevaned 13 neiinedgiviuaris
fiuszansnmuaseaulandussansu masgunalavanlumsqualszysulvinufeds
uasiAdouNimNUsama Ineimthiluazunumddglunisliinisussamu nagnsi
3 myfundsunasadussuiafdviailiteyalunsuimsiansiiemsiauiussmne

1.2.4 wnunsUfzuussme sudeansinasy wieluladasauwa msufsussuunsuivis
JamsveyatnaIsninig

1.2.5 WlsusuazususziumAidemuiuauiend Maasuaeesiuamean el

1.2.6 W3g19UQRNITUIMINULAENTIIUINTAIATEHUTEUUAIVA WA, 2562 N3
FurdeuliAnmsUfsumsuImssvnswiuAutasnsUsmMsUssou Tnefissuums
vhauwuuysannsuasinstenlesdeyaseninmhsnuvesdslasldinaluladfa
sghstfunsuaensty saiamslamedeyamasgrinussuuadaielinsldusslendly
Foyailulusgraduen

1.3 AINADAARBIYVEAIARTTEAUNIIE

1.3.1 WNLEVISAERINTENTIMIALIG WA, 2566 — 2570 gusAansil 4 Mawmuawingli

wiensusensiUAsuLUAY

¢ el o = &
1.3.2 WNUgNSAERINITUNITUNATEY (W.A. 2566 - 2567) gNGFAERIN 4 NANMTUIWTDNNT

) a =i o ar a1 al
wazyAaMIIAMENsTRNAUTR Willdnaussourgs ualiesesiudemnuieuuas




1.3.3 qwﬁmam%ﬂuéﬁ’ﬁaummﬁam‘iﬁmsmuﬂﬂmm ’Luﬂmﬁquﬁmam% : ANSHAIILAY

I Issuuuleyam saumaliviualsuasiuseAvianm

2. @9Us19N5
A 1]
2.1 #pdIus1ns

f}uﬁﬁ"ﬁ AUWALNENITUTINTNUUAATEY ASUNSUNATEY ASEVSIUMIaLye

w
s

2.2 Ao unes
AUdATAUMAIRDNTUIMISNUUNATEY NIUNITUNATES 81A15 3 T 2 Talwen

OUUUATADTIA WUIRUUUATIYEAT [WnRFn NN 10300
2.3 Vimuduswng
eaITHYg duusing elufinsunisunases

24 giuRayeUlnTIns

1 - G; k3 éj =
WBNLAEsA WA HaTU7 Eiﬂ"l‘iﬂuéﬁﬁ FAUNANBNITUIUITIIUUNATDY

3. szuusulaglu

4 A Al e 1
3.1 mihnAuTURAYRUIBIMILIEUY
ﬁ: = L) dd - o @t
Audansauwmienisuimsrulnassadumbenuiiinsiavdnlunsiauiuas
USuusruUaTaumAYednsun1sUnATed ineatuayuulevennsunsunasedlasuneumngan
33U neznsrEAive way assnsunsunases Wadueunmuleueuazaisisddylnegned
Usgansnm auauiusuleuisuagdniunuwiurnagns warunuujuianamalulagansaumne
FIVIAAY AR wazUszliuNg USMILasimuIsuuasauwma Any) JATIEN DONLUL uay
as dl at = L3 o afen L3
Uszgnalduinnssussuvansaumaieimun1susmsauussudujiiininsy uaslugudnan
ip3etnedayaasaumALNENTUTMIITIINITIEAUSLNL Nayaainsuasdnvimvangmstinausu
w i = 8 a1 - IRy Y] v 1
sunsldimalulagansaumea sunsunisldaunfiegdulmivartiy Yssyndlduinnssusiu
= = o e o = =) ar = LA
weluladansaumeuaznisdeans wWsthlldluesedisaduayunsuimsauunguimsuay

W fisu oA




3.2 LLNUQEI NSLUIAIUIIVANS

i nrhnsUnnsoonnuns. |

3.3 Ysinanulutlagiu

ANSWRAILISEUUENTAUMATZUUIY (521719 U 2566 - 2567)

PaFLUU

ruumIaiam gty muwams “winfusTsn uuRumes”

N | o= | =S

ssuunseusHesulatvestiswnsuazypansludeia Ua. vunth

duledues 9. Mdngasn1wiam)

= = L3 1 = ag at
SEUUUTEEIUMIUIMTa UM AN SEUInUelsARaga laga

w o < = o & P P z o
UUNTIAMADNTLTEUFNIUIZUUBLENNTOUNE (E-learning) (ViangnI

Advaiudaualu)

szuuiuwriaunedwne WusumisUssinnunens ssdvgs

FBUUTIBNURANMIALTUNsIuleueanaueyy aisgulvidn

$UUDNNDAMGTITY

sruUpudeyauNanaTziwastagimanineldnisfiaves Y.

¥UU DOPA 119@Andinevin nesnsaedns

10

SYUUAISD9U0EN8Laz LU

11

SUUMHUNAUITEAVNND

12

. =4 = =
53UU§"1UQJQ§;IJB@"I?5U uiillﬂﬁﬂ\'i LAELATDY ﬂﬁgquﬂuaﬂﬁﬂa

13

FPUUTOYATAUNAINBNTUIMNTNUYBLLAZAINAIUNT 909 &d.




14

szuuMIausueaulatvestnTunIsua 3U1ﬂﬂ"lﬂﬂuﬁ’{1 fn Ua. (“ﬁﬂ%ﬁ‘i

AEU)

15

L 78

ssuugdoyamsaumeiian1sUszliunadnsuasnanssnuasdmiugy

[

Wunsbuusenaunissad

16

szuudunulasiuusuusu

17

Thai QM @1529A32150U

18

¥UU DOPA E-Maps

19

=t 1 e =$ = ) =i
TTUVUALINIUTU UUIAINA R8N 130 U

20

¥Uv E-report ()

SEUUMBUBNTAENDNUIT VMWare 289 Aad.

1. Vulsedtinnesisnus (multi.dopa.go.th)

2
5

2B s T

AulwsansaumadmiuyaainsnsunisunAses (intranet.dopa.go.th)

LUUAISUTSNDANNTNNE (edoc)

32UV [TA-Amphoe (szuussilivnusssuuaranulusda lunisaudunuvesmiiisny
Ay dwvsuivihinsunasessine)

szuuissuadhe vasnasnsidmii

3¥UU E-Learning N3un13unAIag

FPUULATINNTOLNDAIENTY
szuUTsuNamsaiununistesiuwazuiletymeiansa (oa.)

- ] atr 1 EA‘
seuulssiiugrinunisiniunnutemasnnguénuyanimmadeay (ea.)

10. szuviiwALasinnun1sUseluNalasinng (DCAST)

1. szuvieauUsediunanyUnuéediy (Sustainable Village)

12. spUuTenugAsauATadaine1ystiy

13. szuulasanisainanulsssnesauuduilaglgvansssumanssunsaaun "yuu

Shwnfia 5 venewag vituAassy”

14.58UU @mail.dopa.go.th (d1383m3sldauvas workd)

d o e '
15.9%UU Tableu (‘i’JU‘i’m‘ilb%ﬁﬂﬂﬂﬂ'ﬁlﬂ"l‘iﬂﬂﬂ‘iaﬁ WWaIAYIN Data Analytics)

16.5vuuliyiteya (Data Catalog) uaznsillaweteyanalg (Open Data) nsums

UnAsod

17.58uudu9 suuluuigrssnszynssumalne




3.4 'Uqﬂa'miﬁwuszuumsauLwﬂquém5aumﬁLﬁamiﬁmwuﬂﬂmm

1. dn3rinsreuiamest gy nIsilee U 1 Ay
2. RMUNUUNATEI FrugYnIS U 1 AU
3. UNIPINTABUNIUAADS TIUIYNIS 77U 8 AY
4. tniynseeuivines UHURNs 71U 2 AU
5. WwihilunAses drngeu U 1 Ay
6. Wvthilgsms F1ungenu U9 3 AY
7. Wwihiedesmeuiames UfiReu U 1 AU
7. WUNIUIIVNNT WU T AU
8. gNINUMIIUIMS 11U 2 AY
T 91U 26 AU

4. szuUaulng
4.1 JnguszasAnasilvang
4.1.1 Taguszase

1) wisanmuidsswasranssnuiioaiatuandsanauduluuefuaswisuaumdon
Tumsulefudoanananinieluuazauuen

2) WodinesiuarUssifiunuidessruuamsaumensIAde UMz Yeslng
iretnennmelutazmeusnnieuisiudeiausuurlunisuulssseuuautaonsie
et

3) teiiumnutasasdte uasiiunstestuainnisleudvasgliivszada

4) a¥wrunindefounsiinanuiulalunislday

4.1.2 Wwne

Famszuunnnaeunsiuaasasesumalulaansaumea seisnsveaey

\wweslin (Penetration Testing) 1 svuu dwiunisussifiuausiuas

Uaensgvasszuvansaumanislumbsnuiierumgasevlumsidiiisssuusiieg

lnegnsvaaunielumitenues Ua. ((Wsunsumeaeunsyninssuunlens

rapnmsnsaiielivsuimanssnueading)

4.2 Usgnnnnsueeylia
a = o 4 T o L o= L4
pfiun1sdndnaussnndanudnglunisiiuinisiusunsunageunsyninssuume
o & LY = ' o - [
nsdiasnusnMsaiiislisuiimansenuresdedina 3au 1 seuu Inedl license wiaums

Fuuseiu 12 iheu IneldisusesnmnsiaBidnnssting (e-bidding)




4.3 MTIATIEVDDNLUUTZUUIUY uasAmuANYzvaigUnIninouimesidaululasanis

lasensnTvaeuaEduAsUaanisiumaluladansauma fedsnsvagauiizyndoding
(Penetration Testing) 1 seuu fiRnauinatosnall

4.3 1 syuuihiausssuduwenduad Meenuuuryhnimesesunsianesyuuesetng
Tnelaniy u,asﬂﬁmﬁw‘éﬁm%’ucﬁﬁwmsmaauﬁwmu 1 user Wussratiae

4.3.2 aunsaRasaULsEUUUiURNIS windows ilusehailes

4.3.3 @uN3auIMSIANISHIUNIE web browser wag GUI Iiliuegniias

4.3.4 @wn3ansaav TCP/UDP Service fifhawihausguuiedoatmngld

4.3.5 aunsaveaeumsnzszuuiasestmunalétauuy Single IP uae IP Range lduuy
Unlimited IP Address

4.3.6 fauannsaaeunizszuuiadaatmung lfuuudaludd (Automated)

4.3.7 spa3umsniavvadniissuuieiets wayssuuufuinisnielumieay

4.3.8 s093unsmsreasmif iuuewndinduiigniauntuinisiounasvidldany

4.3.9 anunsauiuusisszauausuusslunsegeuaizszuula (CVE Number) ¢

4.3.10 @1UN5ONAABULINESWANU service 71199 WU SMB, PostgreSQL, DB2, MY SQL,
MSSQL, HTTP, SSH, Telnet, FTP, POP3, VNC uaz SNMP lalluatisiat

4.3.11 { builtin dictionary attack uazsessunisuiuuss wiafiusaruildnaaaumsais

Va1

¥ i =]

4.3.12 MYVEINTINIITEBUNAINAININIUNTIVINUANY) Bg el 1wy naiudoys
MniASesTiageU (Gather) Msadns Session ni3a Anks Agent AuASpsTMAREURIY
faddwifingaany, Msuanssens File System wagnisdayadada (Command shell)
Weua3asiinaaauls

4.3.13 gnnsavadeunsinasisunsulaifieseaslaenisestusunsu (Deploying Agents)
w3 Post-Exploitation Module Tugup3asiineaauls

4.3.14 g@U130ATNUUUNAGBUNGANTINWUY Phishing email vaslinuamulasnis
ABUNILMDT (Social Engineering) ﬁgﬂugﬂtmu Web Browser ag Email Client e

4.3.15 @u19000n Dashboard #3931847UNINAGOUNITIINILG LaZLAAIIIENITYDIANT/

Jams79WU , URL/IP address Niltaalvni/tons3any
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4.3.16 ansadsnseaulavainateguwu 1y Activity Report, Vulnerability Report,
w38 Compromised, Web Apps Report, FISMA Report, PCl Report, MITER ATT&CK
framework, NIST framework LTusu

4.3.17 annsaeensieaumugUuuulid POF vie WORD lailuststioe

4.3.18 amnsafiusenuiiadlilusigunsel (local) visdsoanyig Email I

4.3.19 @nsnsndwan Software wazggiudeyanmsvaasutedninngrinlinaenszeiainis
Fuusenu

4.3.20 ANUEUTAVAFBUNITRIEITUUNU Web Application spsfumsvhanlesed

1) dansanadey wazdinseilagasaungy OWASP Top 10 nasduanaald

2) @nansavin Web crawling fusiulasnnelumizsauls

3) awsanaaeyu URL w38 Parameter waatiuladlneinailasige 1y SQL Injection
%38 Cross Site Scripting usuls

4.3.21 ggazdediviiadensiulseiununmedndusiannvemdndunviaavves
Wvemandueilulssmalng

4.3.22 fidvAvisgnFsnungrIneanETemEnut uazdvsnisldeulsifesndn 1 0

4.3.23 frgagsesdalifinsousumanngszulag software idndoriiotiosty wuudagn
Tiffuypannsvasnsumsunases lieendt 3 au 91u3u 1 nangns

4.4 aeuiiAnss
AudansaumAaionsUIsuUnATes naumsUnases Talven
4.5 Aling
ulszanusede Useintaudssann w.e. 2568 wawuluiei 2,284,450 um

4.6 WNUNIANTUNIULAZIZESIaIRLENIY F88a13793 120 Ju Tuanfwindygn

]
Lt
2
]
Ln
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5. uausgleviiianadnazlasu

5.1 fTalsUSina finnsasanasumusiunsUasasedumeluladansaumne f1833013
NAFDULNIEMIMRINT 1 S3UU MeisnsvegauRnemyedivhlissuuwelulad
ansaumaved Ua. Wulveghavunzay

5.2 fhtTmBamauam JovavvnimmiwalaveuTReuludsis Ua. Tdousumelulad
ansaumndlfsgnsasnnsuasiiuse@nsnm

5.3 szuuwalulagansaumnares Ua, Tiafesnimuazusz@vsnm anusiunsaendosu

ansauAlaunsguuadasiudeanaiusineg wazamnsasidunulaogismoiios
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SO BE IT SOLUTIONS CO., LTD. (HEAD OFFICE)

20/1 TDESIUATIRT 131 V3R WILAS IVOR=WILA] DSIMWLRILAS 10240

D0 5O BAMKEHAMHAENS 131, SAFHAN IS, JAFHAN 100G, PANGEOY (U240
115 : 065-714-9114 (AVUsS=I1TIHIFENEDINs : 0105564067400

SO BE IT

Tuiauasman /7 QUOTATION

anf1:  (Fou sfufnsumsunasea Jufl (DATE)
guiarsauwAmismruTnsuUnATal naumalnases irwilluiaus (QUOTATION No.) DCQ6611009
MUURTEITIA LNITALONIMTA LuAgTR AL . 10300 Husen (VALIDTY) 159y
enszdigyinnd - 0994000162626 doulunnsdhssiiu (PAYMENT TERM) 30 Hu
fimmundsRuAT (DELIVERY DATE) 90 Tu
nriudTety (WARRANTY) 19
sy iRdun eI U A1 (Um)/ mie Uty (um)
TEM PIN DESCRIPTION QUANTITY UNIT PRICE (BAHT) AMOUNT (BAHT)
Penetration Test Software and Service
WaunsumeaeunisuninTEULREnTSS imselialinisanszwuodadwilussuudngdn
1 CTo0770  E¥ie Core Impact '{u Enterprise User License 1 License 2.000,000.00 2,000,000.00

Subscription 12 months

AruannnlunIsuIunTREaY

- mavsasuaiotn Aasnuslivslvnmnmdaudiurulseaiemellasadisiugumasn
- mavmdeuilslaaidun waaavarsudnmwaslduemuisamsladmiimassudny
- mavmaay Wil dssdiurmndaaafvsardodulianalaligndidenniaom
- msvraausadn@ATuiv Ussifivanuseaisvsauanirdudulasdmumiwansmindusas URL
- Add-On Exploit Pack Integration” yaniawnssleniain Excraft Fimanwuuindmiy SCADA, sunsal 1T
pauaiRvsalusunay
1 o o ol e W ok o J =
- MRRIUM AT EAIBI N TING suudRluEna e iddgeenwumniaiisdvirmndiniensareandsanu
= sl &

o
- Tuganeday i niaium U ilRInGu

w e o - £ - - w . o . -
- e reneyteldRdiidateruaiieus dodsidom el aiinfansaivased s

o LB}

- ST AT iuarnuguinTmeaauUINTEATTETsE I TINAUTY Metasplot, Plaxmac uas Cobalt Strike
- wautennsvaaay P wliEin waaey 1P Tinnehiigudains
- Pivot mu'lum's'awmtﬁ'?"mﬁqnqnqn
- Cloud Cypher Access ﬁqﬁaqai‘maaﬁL'ﬁ"r:ﬁ‘ﬂ'luﬁauim:nan'sﬁmﬁa:huaau‘laﬁwmm‘lnuﬁn‘[uﬁﬁ
- Buwafiechy Sumsiwlausriwesidlianniausin HTTRS
- REST AP e efaflumsinediunsseusdanday
- arwasalumarduiy Bealuhihouifludacsthloysueasmnsmmsmmen
Service Core Impact Installlation & traning Services - Remote 1 Service 135,000,00 135,000.00
- ralsunay Core Impact Andmasyfuurnuisdi Tuedomoufmsiusiiie
- innaa Aunged wesai e iaeanE LY
- ausmatinuilswnm
- Wity Tuplwwenas

- fhaensuasiawusi

Uiy 2,135,000.00

duan -

AasiuanuauLATETUE S EuUmiY SaisA Y 2,135,000.00
AdyARLiin VAT 7% 169,450.00

St 2,284,450.00

Vs iuEun T S
snilaluniseuermussiouliiaduessuofududidied

AEATT TOINTERN
Authorized Signature : 085 914 9114

' ! sobsitsolulinnsgs

Date : HLAUBTIAT




uShn In i Wsiwadunua i
I\ T Professional (o, Ltd

4/1523 waffl 4 ouuielne nurenasdy wadady ngaumwa 10240
4/1523 Mao 4 Serithai Rd. Klong Kum. Reung Kum. Ranglnl 10210

Professional Tel./Fax (662) 704 8482 tavUszdnAaidentd 0105547036195

Quotation/Order Acknowledgement Ref. No. : 55W2311004

tuianasay/TuBuduntsdadn

We are pleased to submit you the following quotation and offer to sell the products or service described in at price, items and terms stated.
o e =y ™ -l W fa o ) - - o B
uiEm Irnubuiilunmisuesafiererdniusiauimaudinmumanusedouleiissyl fvluswesanatvi

CUSTOMER INFORMATION QUOTATION INFORMATION
gndn o aBufnsunisunasas Delivery/n1sdauaa : 90 Ju
iag naunTIURATEd Warmranty/nssudseiu : 13
FudETIAUATENTTETsITUUNATES Payment/misdnszidy : 30 Tu
e R wainsirudi wAWTEUAT M. 10200 Validity/n1s8usiat @ 15 9u
WTUsEITEENNTE 0994000162626 Currency : BAHT
ITEM PART NO. DESCRIPTION aTy UNIT PRICE MET PRICE
TWMT| SWFRUAT ERCEEIGUT dwou | wihe | Tawewoe EaligketT
Penetration Test Software and Servica E
1 CTOO770 Core Impact - Enterprise User License 1| License 2,100,000.00 2,100,000.00
Subscription 12 months
Care Impact Installlation & Ytaning Services - Remote
Service - Installation of Core Impact 1| Service 160,000.00 160,000.00
- Product Configuration
- Scan run test simulation
- Quick Product Traning
- Document
- Report
- Total of 6 mandays
WinEweEBUN1IUNg n1:wﬁwn1117'13mma!m:!nil.ﬁa'[ﬁﬁq1"|Uﬁmﬁn's=ﬂwwclaai1ri ANANATIFTUNTIAAREY OWASP, SANS, NIST,PETS
winaUsenaufenndnuuas e S
- nIvAEBUTEUUYIEIT Black Box
- YADUATILINETEUY 2 A3 (initial and re-test)
- mahmamsiassissiuanudnilfndmihesam uasiniuuom
Total 2,260,000.00
aesduinsunilmiiuwmiuaesfosumiou VAT 7% 158,200.00
Grand Total 2,418,200.00
Customer KT Professional Co.ltd.

Price and terms as above are understood and we confirm this order, We look forward to give you our best service.

4 Iy " : "
vrdlatunmeusmauasiisulninsdunazeeBududtddat Vit athadrabeirsliulnminilud sl

Authorized Signature :
{ }
Date :

Authorized by:

(un@anunassu Jaawsns)
e-Mail : w_kanokwan@hotmail.com
Mobile : 0B1-615-45%95




o

Point IT Consulting Co.,Ltd.

o 19 Soi Supapong 1 Split 6, Kweng Nonghon, Khaot Prawst, Banglal 10280, Thailana.
Pécf"gm?mgl._\l ‘___/,’ Tel : +66 (0) 2348-4792, Fax : +66 (0)2348-4793
Customer 1Sou efudnsunistnmsas QUOTATION
AudansaumAiiamsuimsuUnaes nsunsunAsas Date :
AUUUATAITIA LUNFLENIMILIA WARER NV, 10300 Our Ref. No.  5UW0021123
avUszdaainn1E : 0994000162626
We are pleased to submit you the following descriptions and the prices as follows:
Rrailsd Sediiion Q. Per Unit Amount Warranty
Baht Baht Period
Penetration Test Software and Service
CToo770 Core Impact - Enterprise User License 1 2,250,000.00] 2,250,000.00 1 Year
Subscription 12 months
Core Impact Installlation & Ytaning Services - Remote
Service - Installation of Core Impact 1 160,000.00 160,000.00

- Product Configuration

- Scan run test simulation
- Quick Product Traning

- Document

- Report

- Total of 6 mandays

U%mwszna'uﬁuuqmﬁn‘umaﬂuﬁ=3"ra|a::l,ﬁzmﬁ’aﬁ

- ManaasussUuUTELY Black Box

- NARBUNITIANETEUY 2 ATA (initial and re-test)

- matheamTieseiseiuanudeildndaimea wednviuuams

o u . £ g - . .
Uinﬁﬂﬂﬁm.ln'ﬁqr|jnﬁs'u‘umﬂn‘mﬂammv}miruLwa'[wnﬂunmﬁnisﬂuwwaﬂm RAIHLATIZIUANINAdaY OWASP, SANS, NISTPETS

SUB TOTAL 2,410,000.00
Value added Tax 7.00%| 168,700.00
GRAND TOTAL 2,578,700.00

Term & Condition
- The price is subject to chang without prior notics
- Delivery date : within 90 Days
sdonlusons
el 15 Fudunniuauasian

AAumEITEE

AmusdEiusian

Miss Woraluck Khunsuwanchai

Confirmed By:

Date :

Account Executive
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Core Impact Licenses Options

Core Impact customers can attend online for self-paced learning

Core Impact License

Options Basic Pro Enterprise
' ' ' TESTS

Network Testing

Uncover and exploit

security weaknesses

within your infrastructure

Client Side Testing

Test the strength of your

users with social %
engineering attacks e

Wifi Testing

Evaluate the security of
wireless networks using
fake access points

Web Application Testing
Assess the security of web
applications by targeting
web pages and urls

Add-On Exploit Pack
Integration™

Excraft exploitation packs
designed for SCADA, loT
devices, or medical
software are available for
purchase

: ' EEATURES

Rapid Penetration Tests
Accessible automations

designed to optimize the
use of your security %% %‘D

resources

Test Modules

Build your own individual

tasks for a more hands on % ;
i 5 ]
approach el _
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Reporting

Automated reporting to
ensure consistency,
increase efficiency, and
create a thorough record
of all activity

Integrations

Validate vulnerability
scanners and centralize
pen testing through
interoperability
capabilities with
Metasploit, Plextrac, and
Cobalt Strike

Unlimited IP Testing
Scope

Test as many IPs as you
need

Pivoting
Pivot locally from a
compromised machine

CloudCypher Access
Automatically submit
encrypted credentials to
our online password
cracking service

Web Interface
A browser interface that

allows you to work over
HTTPS

REST API
Extend functionality for
additional integrations

Teaming Capabilities
Interact in a common
workspace to share data
and delegate testing tasks

Support

Get assistance from the
talented global support
team

Customer Portal and email
support

Customer Portal and
email support

Phone, Customer Portal
and email support
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About Core Security Corporation

Core Security provides companies with the security insight they need to know who, how, and what is vulnerable in their organization.
The company's threat-aware, identity & access, network security, and penetration testing solutions provide actionable insight and
context needed to manage security risks across the enterprise. This shared insight gives customers a comprehensive view of their
security posture to make better security remediation decisions. Better insight allows organizations to prioritize their efforts to protect
critical assets, take action sooner to mitigate access risk, and react faster if a breach does occur.

Core Security is headguartered in the USA with offices and operations in South America, Europe, Middle East and Asia. To learn

more, contact Core Security at (678) 304-4500 or info@coresecurity.com.
coresecurity

p: (678) 304-4500 |info@coresecurity.com | www.coresecurity.com bbb s
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Core impact

Penetration testing software to safely uncover and exploit security weaknesses

Core Impact uses the same techniques as today’s threat actors to
efficiently test the security of an IT infrastructure to help minimize risk
and protect valuable assets. With the help of guided automations,
organizations can discover, test, and report in just a few simple steps.

Simple Enough for Your First Test, Powerful Enough
for the Rest

Core Impact’s Rapid Penetration Tests (RPTs) are intuitive wizards
that enable testers to swiftly conduct penetration tests. Users can
efficiently execute common tasks, saving time while providing

a consistent, repeatable process for their testing infrastructure.
Additionally, Core Impact allows you to quickly re-test exploited
systems to verify that remediation measures or compensating
controls are effective and working.

Leverage a Robust Library of Core Certified Exploits
Using an up-to-date library of commercial-grade exploits, developed
and tested by Core Security's own cybersecurity experts, Core Impact
reveals how chains of exploitable vulnerabilities open paths to your
organization’s mission-critical systems and assets. In addition to
internally written exploits, Core Security partners with ExCraft Labs to
provide add-on packs for supplementary SCADA, medical, and loT
exploits, on top of the standard exploits included with Core Impact.

Centralize Your Pen Testing Toolkit and Maximize
Testing Visibility

Gather information, exploit systems, and generate reports, all in

one place. Every phase of the penetration test process can be
executed and managed from a single console with an intuitive
dashboard. Instead of switching back and forth between tools,
additional solutions can also be integrated or incorporated to further
expand your testing program, such as Cobalt Strike, OST, Metasploit,
PowerShell Empire, and Plextrac. This centralization not only simplifies
the testing process, not having to manually compile documentation,
but it also makes reporting more consistent and efficient.

PRODUCT SUMMARY i

KEY FEATURES

Intuitive automation for deploying
advanced level tests

Extensive and reliable library of
ceriified exploits

+ Multi-vector testing capabilities

Teaming capabilities in a
collaborative workspace
Tailored reporting to build
remediation plans

- Powerful integrations with other

pen testing tools and more than 20
vulnerability scanners

Robust safety features, including
fully encrypted, self-destructing
CIgEI'ItE

PLATFORMS MONITORED

Operating Systems including
windows, Linux, and Mac

Cloud (Public, Private, Hybrid)
Databases

Web Services

Network Appliances

+ Software Applications

Your Critical Data

SYSTEM REQUIREMENTS

Windows 10 Enterprise 64 hit
Windows 10 Pro 64 bit
Windows Server 2016 Standard




For those that prefer a more visual experience, users
can enjoy Core Impact's interactive attack map as
their central workspace. This network graph view
displays a real-time overview of attack chains, pivoting
and any other activities completed during testing,
providing visual insight that allows security teams to
better determine the best path forward in the testing
engagement.

Common Core Impact Use Cases

Core Impact offers diverse testing functionality in order
to provide thorough coverage and security insight so
organizations know who, how, and what is vulnerable in
their IT environments.

Proving Compliance with Industry
Regulations

Multiple regulations require organizations have regular
assessments of their security infrastructure to ensure
sensitive data is properly protected. Core Impact
provides an easy to follow and established automated
framework that can support industry requirements and
standards, including PCI-DSS, CMMC, GDFR, and NIST.
For example, the NIST reports map alignment with both
the MITRE ATT&CK framework and NIST's catalog of
security and privacy controls. Additionally, Core Impact’s
reporting capabilities can help prove adherence to
regulations during internal or external audits.

Conduct Network and Web

Application Tests

Accurately identify and target internal information
systemns for network penetration testing. Core Impact
can help exploit vulnerabilities in critical networks,
systems, hosts, and devices by imitating an attacker’s
methods of access and manipulating data, as well as
testing defensive technologies’ ability to stop attacks.

Run web application penetration tests to find
weaknesses through detailed web crawling, pivoting
attacks to web servers, associated databases, and
backend networks to confirm exploitability.

Conducting Ransomware and Phishing
Simulations for Increased Security
Awareness

Easily deploy phishing campaigns for client-side
social engineering tests to discover which users are
susceptible and what credentials can be harvested.
Use the step-by-step process to create emails, select
targets, and choose between browser redirects or web
page clones. Challenge users with more sophisticated,
tailored spear-phishing emails that are harder to
identify as fake.

Pair phishing campaigns with the ransomware
simulator and mimic the behavior of multiple
ransomware families, encrypting user-specified files
using a fully reversible symmetric key. Security teams
can create and leave an explanatory README file once
the exercise has been completed.

Validating Vulnerabilities Surfaced
Through Scanners

Core Impact's one-step test can quickly validate the
results of over 20 different third-party scanners, including

beSECURE, Frontline VM, Nessus and BurpSuite. After you
complete a scan against your environment, Core Impact
can evaluate the scan’s output and provide a prioritized
validation of your infrastructure’s weaknesses.

Vulnerability Scan Vﬂlldﬂtlon*

= Acunetix Web Nessus
Vulnerability Scanner - Nexpose

+ beSECURE + Nmap

« Burp Suite Professional = NTOSpider

= Cenzic » Patchilnk VMS

= Frontline VM = Qualys Guard

= GFl LANguard = Qualys Web

= HP Weblnspect Application

- IBM Enterprise Scanner Scanner

* IBM Internet Scanner Retine

= |BM Rational AppScan SAINT

= McAfee Vulnerability STAT Guardian
Manager (formerly Tenable
McAfee Foundstone) Security Center

Microsoft Baseline
nCircle

Tripwire IP360

A vulnerability scanner is not required to use Core Impact

FORTRA




