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4.3.1 ssuuninaussauduvendus MoaNUUULTNIIVRABUNISIESEUUIAS T

o ot

lneiawe waziidvavsdwmsudvnmsmesouswa 1 user Wusgeton

4.3.2 mmmﬁmﬁ'ﬂumwuﬂﬁﬁﬁnﬁ windows lsiilustaae

4.3.3 auNINUIMTIANINILN web browser way GUI I§iduatiias

4.3.4 a139RT39%1 TCP/UDP Service ﬁ'ﬁﬁeﬁwmuagfuum‘%’aﬂﬂmmalﬁ'

4.3.5 gnnsavagaunsinessuuaS st e lgwawuy Single IP uag IP Range leiwuu
Unlimited IP Address

4.3.6 fmuanunsaseulasseuuAsont g lEuuudaluss (Automated)

L]

4.3.7 sesfumInniamndesimiiseuuiaionny uazszuuUfURNInelumieany

4.5.8 sesfunmaniondadlviiiunewndiduiignimuntuiniiousaesmsiido

4.3.9 ananuiuusssiueuuusdummagauntessuuld (CVE Number) 14

4.3.10 @NIONAEBURNETAAY service A4 1y SMB, PostgreSQL, DB2, MY SQL,
MSSQL, HTTP, SSH, Telnet, FTP, POP3, VNC uag SNMP I¢iduaeatios

4.3.11 3 built-in dictionary attack uassaeFuAIUSULAS vieiusviakuilinaasunisiane
iElla

4.3.12 mevdsnsaaasuiimmaninsalunisyhausingg sgretossl msifiudaya
INATesTivinaey (Gather) nnsadg Session W3 Ainma Agent AuLASasiivadaUNTL
Tedluifinsaawy, nsuanssens File System uagn15e4YRAds (Command shell)
ldueSesfivaaauls

4.3.13 a'1mf;mmﬂﬁaumiﬁﬂﬁzaw:l.t.nwlﬁﬁwssmﬁ'[mﬂm'seiaiﬂ'mniu (Deploying Agents)
V38 Post-Exploitation Module lUffus3asiivaaauls

4.3.14 @N130a3UUUYIRABUNGANTTULUY Phishing email wpaglidnuauannsiy
ABNNILABS (Social Engineering) ﬁ‘jﬂugmmu Web Browser wag Email Client 1g

4.3.15 @unsaeen Dashboard wiasiesunismeaauvdeduild uasuanssenistadu/

kg J-ﬂ 1 1o e
YBNIIIWU , URL/IP address Nflaslni/dansiany
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4316 Eﬁm'ima"s"qmmw‘lﬁqammamagﬂuuu WU Activity Repor(, Vutneraiity Report,
Wi Compromised, Web Apps Report, FISMA Report, PCl Report, MITER ATT&CK
framework, NIST framework {lugiy

4.3.17 annsnaensesunuguuuulng POF wis WORD 1#ifuatretias

4.3.18 annsaufiunenuiiadalSlufgunsal (local) viedsasnyng Email 18

4.3.19 @nsndman Software uazgudeyamaaasutedwininguislinaonseesinanis
Fuusefiu

w : ; ) o v &
4.3.20 MINANTINAFBUAITIDIETLUURY Web Application sassumsvinaulanei

0
ar 1

1) eunsavegau LLaﬁmswaﬂﬂﬂiaUﬁqu OWASP Top 10 heiduaanle
2) awrsavin Web crawling fusiulednigluyminesuld
3) awnsanaaey URL %3e Parameter voauladlnemalinmineg Ly SQL Injection
38 Cross Site Scripting iugule
4.3.21 freveiediviidansiusziununmadndasiandmomantoswteases
wWrasdnsnsiluuszmdlve
4.3.22 fvanBgnifesmungraneanihwewan g unsdvinslioldtesndt 1 3
4.3.23 fuevwdosdalifinisousuniseizszunlng software Hnaaifiatosty wuuBien
Lifuyaainsvaansunisunases litfeendn 3 au St 1 wangms
4.4 d0uiARs
fudesaumaiiensUTINsnuUnAses nsumsUnAses Selven
4.5 enldane
sulsznaseTe Ussdhleuussinm we. 2568 suasuluiadu 2,284,450 U

4.6 wnumsAHuULassEBEaRITIuY SEERa9I 120 Tu duaniwihdugn
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luiauasim / QUOTATION

AT Feu efuAnmunininases Uit (DATE}
Hua msuBnEanAsa rsunsnatas ivflusue (QUOTATION No)  DCQ6611009
SUNASAITTA WisAkEMMTIA LwRadR ny . 16300 Busaan (vALIDTY) 153u
tEvUsshiifinnTd : 099a000152626 Goulunisdrsedu (PAYMENT TERM) 30 Hu
fmuad:dui IDELIVERY DATE) 90 fu
nafuleny (WARRANTY) 13
@i R 193 Fww TP (U / mizg T (ur)
ITEM PN QESCRIPTION QuUANTITY UMIT PRICE (BAHT) AMOUNT (BAHT)
A : R - i L e L
ihl 10 i .muu': T O S TR, 1u . At} L 'J{I‘
L CT00770 Hifa Core Impact fu Enterprise User License 1 License 2,000,000.00 2,000,000.00
Subscription 12 months
ATUAMY Adau
- At I Tilsslominansauinennans wilulamaiafuguno s
m T e w—
Wi ssdiurad e Trinlirtaciydlimaoo
T, A4 it - Ty i

intuntnamewiniuas L

- Add-On Explall Pac: Integration® yanamisslandan Exeraft faanuuwsndwiu SCADA, gunisd o7

AuAiRvelliunsy

- NTMEEUNS B T e E e

b7 $atd
] AT

g ¥
b |nguv’nﬁmnw

- mrE Tl S mebuns dlidsEvine we

[ a. | i
(CE PR mnAy

- - - & ' -
Aaduiinfianssuimwmed s don

- UNUrWis /T

Tirisassunuin

I8 e . 5
- uavammanaaay 1P wiilaihin vaao 1P Wnnwivigosaanis

Roes o i
- Pivot niehwmisssnisTasiignynin

hmemm el eiuiy Metesploit, Plewse was Cobals Stike

= Cloud Cypher Access ﬁdﬁ"qa%‘umiﬁf faludwdnsnang latuanstinodnlua
- Buwadiviv iy Bumoiwwstigaidhnbiaimein HrTes
- REST apt mrwilsdiumsfmeswdunism e
- momasdlumnhsudiy raubituitimafidaestiag ROBTNTRTEY
Senace Caore Impact Installlation & traning Servicas - Aemote 1 Service 13500000 135,000.00
- aililaunTy Core Impact Asditasufund W Turdpaneinntusiie
-invngae funrdatl uasafanuuieouonsaauaeey
- puninTbuiusLm
‘g’dlﬂl;if'llll ,“ 1]
- dnsmanisuasdaued
Fuui z.:éé.um.uu
dan
aasdussaumiiudiudioaiduumiy swmAiEy 2,135,000.00
Aryarin VAT 79 149,450.00
dnruuiadu

vivsmimobudunddald

srlalun e o

futhorizes Signatws ;

{ 1

Dale :_

2,284,450,00

AR TBan

085 914 9114

flauaTng
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Profcr.;g . KT Professiona! (o.ltd 4/1523 Mon 4 Serithai Rdl. Klang Kum, Enung Kurn, B:mpk:)k 10240
o Ndi *

Tel/Fax {662) 704 8482 wwdsedriindilantd 0105547036105

Quotation/Order Acknowledgement

523 Wit & ouueilng uenamaas s, S T—

Ref, No. : 55W2311004

Tuianasafulindunisdide

We are pleasad to submit you the following quotation and offer to sell the products or service described in at price, items and terms stated,
udnn l'm':'mﬂw'n'lun‘nmua's'mw‘mwﬂuuﬁnﬁm!u‘s’wimsuﬁﬁwﬁ'm11n1un.|'3au'|.-uﬂ1—u‘l'ﬂu'lumuanmnwu

CUSTOMER INFORMATION

QUOTATION INFORMATION

gnir dou sEufnsumatnaeas
g naunnATes
quinsaummiisniuimsmdnae

ouUEsgan wiaiswudis wavsEuns i, 10200
WIUTEITIGELNNE 0990000162626

Delivery/msdswna : 90 Ju
Warranty/nisiutseiu : 1 0
Payment/mtiseiu « 30 Ju
Validity/nsBusan : 15 $u

Currency : BAHT
ITEM PART MO, DESCRIPTION aTy UNIT PRICE MET PRICE
TEMT|  THETUAT TAzBEn Fwu | e | sadavidos IR
Penztratian Test Software and Service &
1 CToG770 Cone Impact - Enterprise User Licenss 1] Licenze 2.100,000.00 2.100,000.00
[Subscription 12 months
Cone Impact Installlation & Ytaning Sanvicas - Remats
Service - Installation of Core Impact 1|  Servicz 160,000.00 160,000.00
- Product Canfiguration
- 5can run test simulation
- Quick Product Traning
- Docurment
- Report
- Total of 6 mandays
‘UImsrmB U IUnINTEUUR T mnadidalinuinnnasneredd ARG IUNTIMRREY OWASP, SANS, MIST,PETS
vinsUsEnaudenwin TS
- svaEBuTEuUdsELY Black Box
- MABUNTRI IS 2 Al {initial and re-test)
- adwamshasissduamdsafldniniem wesdamn
Total, 2,260,000.00,
o -
sasfniuaunilniiuwaiurastosumia VAT 7%, 158,200.00
Grand Total 2,418,200.00
Customer KT Professional Co.lid.
Price and terms as above are understood and we confirm this order, We look forward to give you our bast service.
wiilalunraruesmuastouletineg Butuindedat vigmiaBusdieBeimslfEnnimilugstull
Authorized Signature : Authorized by:
{ ) (wnsamanunaTsn Yanwdgn)
Date : e-Mail : w_kanokwanghatmail.com

Mobile : 081-615-4596




Paint IT Cansulting Co_L td.

19 Soi Supapong 1 Split 6, Kweng Nongbon,Khet Prawet, Bangkok 10250, Thailand.
Tel: +66 (0) 2348-4792, Fax : +66 (0)2348-4793

Customer Suw afudnsumsunases QUOTATION
fudmsamAdianIsUInsuUnATes nsunisUnasas Date :
DUUNATAITIA WIHALENUMILIRA WAAHAR AL 10300 Our Ref. No.  S5UWO0021123
wolszmainatd : 0994000162626
We are pleased to submit you the following descriptions and the prices as follows:
Phoduct Buscrkstion Q. Per Unit Amount Warranty
Baht Baht Period
Penetration Test Software and Service
CToov70 Cora Impact - Enterprise User License 1 2,250,000.00| 2,250,000.00 1 Year
Subscription 12 rnanths
Core Impact Installlation & Ytaning Sarvices - Remote
Service - Installation of Core Impact 1 160,000.00 160,000.00

- Praduct Configuration

- Scan run test simulation
- Quick Product Traning

- Document
- Report
- Total of 6 mandays

vimauszneufunadnunias T Ean Sondsi
- MaAdauIEUUUTEINY Black Box
- WAFBUNSLATZ 52U 2 AS3 (initial and re-lest)

- nsthaansiensissduanudodlfndaviisem wasdaviuume

wmsmsaumngmsvusnrhasmnsalie W e manszeura e AMIIATIEUNITIAEEY OWASP, SANS, NIST,PETS

SUB TOTAL 2,410,000.00
Value added Tax 7.00%| 168,700.00
GRAND TOTAL 2,578,700.00

Term & Condition

- The price is subject to chane without prior notics
- Delivery date : within 90 Days

ROy PN
AMUREITIAT

o
muRaulas s
maly 15 Futfurinfuauesia

hiss Woraluck Khunsuwanchai
Account Executive

Confirmed By: | )

Date :




ATMANUIN A,




eh*una11.:ﬁm..n'm.ln'|sn1':'a‘nmr|':1uuuﬁmaaﬂna’lmmasmww
oloo W o BANSSFUSEAASNR T o ALE TSRS do Wit & Sumaw eeo

AULLI U WSYNER VRN Lm ®o 8ia saraban@ncsa.or.th

"‘W

T 30 We, 2566
b5

o .

] I
Ligl) IIuUnATe:

muf"ﬁ‘u acBEe

i . @ 0.A. bdbb
=
Y #ANUY oboo/1¢oee 87 oct.oc U,

P T

mo WOATNIEY lbeob QLT

1599 lseSansdndanaasusseunsiIiunIsnuLRT @ wiwses1wdinnsinwmuiung
Unonselaues w.a. bebe

Bou o5uRnTunIsUnAseY

81404 wﬁaﬁaﬁ’lﬁﬂmuﬂmniiumimisﬂ‘mmwuumtlaamﬂaimuaﬂmwm 11 ANUY oboo/Nmoas
89UN @e BWMIAY bbb

Aulsdaanadia dineunne mmm‘snﬁ%’nmﬂa'iuﬂ"w-'NUaamnalquammmm
(anuw.) leindded anuy oboo/imoes atiufl ee FIVIAL bEbs 1384 WY LFBuMI89Y
'[ﬂNasﬂqwumumﬂmmaaﬁaumm LLamawcumﬁmﬂivmmmmanm*mmLmna:rﬁ‘un'isﬁm,ﬁun'ﬁ
MINNINTT & LLH»‘IWﬁu‘i'l’UU yelfmstnwmuiuasaeadsluwes we. beoe Uszdd o&ob

ANUTIEAZLE HALA AT ‘Ll‘LJ

dll 1 1 wf el W oar 1 o = a ]
kU ﬂﬂ'{ﬂﬂ‘VIiJ’JEN’]‘LI‘UE\WI"I‘LiENlllﬂilﬂﬁﬂNﬂa'i‘ﬂ‘i']ﬂﬁ'?uﬂ’liﬂﬂL‘IJ’lJf'I"I'iFNﬂﬁTJ AU,

{ L7 £ o - o 1
mo N3 &oe) LW BNATTNITLY aw'lmmmwmaaqﬂrmmumw1Luumsmqna'n LHUDA

AMENITUNIIAINUG kAR wATUAsUaend e lalue s (nnu.) Warsandenisuasliaaufiurey

il Ul lauen Bmﬂnsﬁuumm aly ‘W'Iﬂlilﬂ'mﬁﬂ %ﬂﬂﬂﬁlﬂﬁ'ﬁﬂﬁ"l&] UNMTANIUNITAY ﬂanlﬂwumalu

o &
wEEnafitvun velilividsdouduvanautds anu. amelusudenan i anue, IAnoumang Ly

UNETIARTET A5 v lnsin o beol ads Dugusvanuauy

Fusufiellsafinnsansdiung wVAUAND

Yauaasmududa

wammees (Q o Wf

(a3 vuLY)

@YIBMIANENTINNITNIT YA N uAsaen s la T ueE

a i -y o é’ o o4
munmmﬂﬂﬁaﬂﬂmugwa’lﬂrgmamiaumm
NS o beol nebs

Wswdlgdidnnseiing diencsa.or.th




re Impact Licenses Options

Core Impact customers can attend online for self-paced learning

Core Impact License
Options Basic Pro Enterprise

Network Testing
Uncover and exploit
security weaknesses
within your infrastructure

Client Side Testing

Test the strength of your
users with social
engineering attacks

Wifi Testing

Evaluate the security of
wireless networks using
fake access points

Web Application Testing
Assess the security of web
applications by targeting
web pages and urls

Add-On Exploit Pack
Integration*

Excraft exploitation packs
designed for SCADA, loT
devices, or medical
software are available for
purchase

Rapid Penetration Tests
Accessible automations
designed to optimize the
use of your security
resources

Test Modules

Build your awn individual
tasks for a more hands on
approach
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Reporting

Automated reporting to
ensure consistency,
increase efficiency, and
create a thorough record
of all activity

Integrations

Validate vulnerability
scanners and centralize
pen testing through
interoperability
capabilities with
Metasploit, Plextrac, and
Cobalt Strike

Unlimited IP Testing
Scope

Test as many IPs as you
need

Pivoting
Pivot locally from a
compromised machine

CloudCypher Access
Automatically submit
encrypted credentials ta
our online password
cracking service

Web Interface
A browser interface that

allows you to work over
HTTPS

REST API
Extend functionality for
additional integrations

Teaming Capabilities
Interact in a common
workspace to share data
and delegate testing tasks

Support

Get assistance from the
talented global support
team

Customer Portal and email  Customer Portal and Phone, Customer Portal
support email support and email support
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Aboul Core Security Corparation

Core Security provides companies with the security insight thay need to know whao, how, and what is vulnerable in their organization.
The company’s threat-awars, identity & access, network security, and penstration testing soluticns provide actionable insight and
cantext naeded to manage security risks across the enterprise. This shared insight gives customers a comprehensive view of their
security posture to make better security remadiation decisions. Betrer insight allows arganizations ta prioritize their efforts to protect
critical assets, take action sooner to mitigate access risk, and react faster if a breach doss accur,

Care Security is headguartered in the USA with offices and operations in South Americs, Europe, Middie East and Asia. To learn

more, contact Core Security at (678) 3104-4500 or info@coresecurity. com.
L]
7 7 By
coresecurnty

pi(G7E) 304-4500 | infci@coresecurity.com | www.coresacurity. com by Hila St




Penetration testing software to safely uncover and exploit secu rity weaknesses

Core Impagct uses the same techniques as today's threat actors to
efficiently test the security of an IT infrastructure to help minimize risk
and protect valuable assets. With the help of guided automations,
organizations can discover, test, and report in just a few simple steps.

Simple Enough for Your First Test, Powerful Enough
for the Rest

Core Impact's Rapid Penetration Tests (RPTs) are intuitive wizards
that enable testers to swiftly conduct penetration tests. Users can
efficiently sxecute common tasks, saving time while providing

a consistent, repeatable process for their testing infrastructure.
Additionally, Core Impact allows you to quickly re-test exploited
systems to verify that remediation measures or compensating
controls are effective and working.

Leverage a Robust Library of Core Certified Exploits
Using an up-to-date library of commercial-grade exploits, developed
and tested by Core Security’s own cybersecurity experts, Core Impact
reveals how chains of exploitable vulnerabilities open paths to your
organization's mission-critical systems and assets. In addition to
internally written exploits, Core Security partners with ExCraft Labs to
provide add-on packs for supplementary SCADA, medical, and loT
exploits, on top of the standard exploits included with Core Impact.

Centralize Your Pen Testing Toolidt and Maximize
Testing Visibility

Gather infarmation, exploit systems, and generdte reports, all in

one place. Every phase of the penetration test process can be
executed and managed from a single console with an intuitive
dashboard. Instead of switching back and forth between tools,
additional solutions can also be integrated or incorporated to further
expand your testing program, such as Cabalt Strike, OST, Metasploit,
PowerShell Empire, and Plextrac. This centralization not only simplifies
the testing process, not having to manually compile documentation,
but it also makes reporting more consistent and efficient.

KEY FEATURES
* Intuitive autornation for deploying

advanced level tests

+ Extensive and reliable library of

certified exploits

Multi-vector testing capabilities
Teaming capabilities in a
colloborative workspace

Tailored reporting to bulld
remediation plans

Powerful integrations with other
|2en testing tools and more than 20
vulnerability scanners

* Robust safsty features, including

fully encrypied, self-destructing
agents

PLATFORMS MONITGRED
+ Dperating Systems including

Windows, Linux. and Moc

» Cloud (Public, Private, Hybrid)

Daotoboses
Web Services

= Metwork Applionces

Software Applications
Your Critical Data

SYSTEM REQUIREMENTS

.

Windows 10 Enterprise 64 bit
Windows 10 Pro 64 hit
Windows Server 2018 standard
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For those that prefer a more visual experience, users
can enjoy Core Impact's interactive attack map as
their central workspace. This network graph view
displays a real-time overview of attack chains, pivoting
and any other activities completed during testing,
providing visual insight that allows security teams to
better determine the best path forward in the testing
engagement.

Conducting Ransomware and Phishing
Simulations for Increased Security
Awcireness

Easily deploy phishing campaigns for client-side
social engineering tests to discover which users are
susceptible and what credentiais can be harvested,
Use the step-by-step process to create emails, select
targets, and choose between browser redirects or web
page clones. Challenge users with more sophisticated,
tailored spear-phishing emnails that are harder to
identify as fake.

Comimon Core Impcct Use Cases

Core Impact offers diverse testing functionality in order
to provide thorough coverage and security insight so
organizations know who, how, and what is vulnerable in
their IT environments.

Pair phishing campaigns with the ransomware
simulator and mimic the behavior of multiple
ransomware families, encrypting user-specified files
using a fully reversible symmetric key. Security teams
can create and leave an explanatory README file once
the exercise has been completed,

Proving Compliance with industry
Regulations

Multiple regulations require organizations have regular
assessments of their security infrastructure to ensure
sensitive data is properly protected. Core Impact
provides an easy to follow and established automated
framework that can support industry requirements and
standards, including PCI-DSS, CMMC, GDFR, and NIST.
For example, the NIST reports rmap alignment with both
the MITRE ATT&CK framework and NIST's catalog of

Validating Vulnerabilities Surfaced
Through Scunners

Core Impact’s one-step test can quickly validate the
results of over 20 different third-party scanners, including
beSECURE, Frontline Vi, Nessus and BurpSuite. After you
complete a scan against your environment, Core Impact
can evaluate the scan's autput and provide a prioritized

security and privacy controls. Additionally, Core Impact's
reporting capabilities can help prove adherence to
regulations during internal or external audits.

Conduct Netweork and Web

Application Tests

Accurately identify and target internal information
systems for network penetration testing. Core Impact
can help exploit vulnerahilities in critical networks,
systems, hosts, and devices by imitating an attacker's
methods of access and manipulating data, as well as
testing defensive technologies’ ability to stop attacks.

Run web application penetration tests to find
weaknesses through detailed web crawling, pivoting
attacks to web servers, associated databases, and
backend networks to confirm explojtability.

validation of your infrastructure's weaknesses.

Vulnerability Scan Validation®

Acunetix Web
Vulnerability Scanner
beSECURE

Burp Suite Professional
Cenzic

Frontline viv

GFl LANguard

HP Weblinspect

IBM Enterprise Scanner
IBM Internet Scanner
IBM Rational AppScan
McAfee Vulnerability
Manager (formerly
McAfee Foundstone)
Microsoft Baseline
nCircle

Nessus
Nexpose
Nmap
NTOSpider
Patchilnk vivis
Qualys Guard
Qualys Web
Application
Scanner
Retine

SAINT

STAT Guardian
Tenable
Security Center
Tripwire IP360

* A vulnerability scanner is not required to use Core Impact

FOI




