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ar g = n’:] or
AuaNwzUagUnIalaeuliamesidauilulasenig

AuanyusvesgUnsalnouiumaiisnmlulasents

1,

S09ARURRMaSE IS UTTUYS NN aNE LULT 2

AuANYAE U

1.1

T2

13

1.4
1

1.6
1.7

1.8
1.9

fviheUszanaranans (CPU) laidasndt 8 wnuwdn (8 core) uas 16 unuidiiau (16 Thread)
=t o e ow a Py 7]
wazfimaluladuiudeyaauninldlunsdindeddanuannsolunsussinanags (Turbo
Boost v5a Max Boost) lnefinnanidygmuniingean lifeends 4.3 GHz $1uau 1 v
milelssanananate (CPU) fivihaamnuduwuy Cache Memory saulusesiu (Level) ey
Yumliidaenit 8 MB
= ‘ = = s | ' = & = 1w
ImheUszananaiieuaninw lnedandnyuzedslneirmils vSefnda sl
dl ar Glel i -] (-7 L i)

1) LA S D LARI N TWLEN A INIASISISUE TV e AT wue liiteandt 2 GB vise

=4 ) é =Y ﬂ‘j 1] 1 "
2) imheUssananaliveuasninmannsegnelumieUssinananans WU Graphics

. _ ' o ar W ' -

Processing Unit Nigmansaldviiemudwdnlunsuansnmaunalitiosndt 2 GB wia

= 1 ql A 1 k] or
3) Il ssuIaNaLNa AN AN TANNE LN SH I LAITIUNUI8ANTIMANTUNTT LARIATH

ynelidesnin 2 GB
Invaeaudman (RAM) @in DDRE wSafnda Taualideenii 8 GB
fimhedafutaya vin SATA iefind1 surearwglitfoundn 2 T8 vide wiin Solid State
Drive aunaauglitdsendy 480 GB 91uau 1 e
HDVD-RW %38AN71 f1u7u 1 wiae
feadeuraszuurdatie (Network Interface) wWuy 10/100/1000 Base-T WSafindt §1uaw
Taitdoenin 1 veg
fpudeusie (nterface) wuy USB 2.0 viafnit livaendt 3 daq

Quduinivazand

1.10 Hasuansn waualutosndt 19 47 S7uau 1 wiae

gunsallasiunisyungniiuled(Web Application Firewall)

o &
ﬁmanwmswug’m

2.1 Wugunsalimiilunistiestusu Web Application %38 Web Service Tnstawnzanunga

Anaslugiivgunsalinasguaun 19 s 1



22 fipudousiosruuinietny (Network Interface) wuu 10/100/1000 Base-T #38fin1 3147
laidaenda 3 wos
2.3 fimnansalunsdwudaya (Throughput) lifasnds 500 Mbps w3e saefunsdwinudaya
lolaidasnda 5,000 Transactions Aa5un
2.4 anwnsauimsdansgunsaiuvnslusunsy Web Browser w3a CLI Idifiuateiios
2.5 @wnsansadunginssunisldes Web Application wesdiiidnanldu3nis web Application
vuAdasRenRme fuaitneseg 16
2.6 qﬂnmﬁﬁﬁuaumzﬁaaﬁ'}m’mﬁmmmu In-Line (Bridge) #3® Transparent was
Span-mode (Monitor) dmsunsiaaeunginssulaiduastaios
2.7 femuannsalumsinauuazuntlas Web Application sineq alaesassu HTTPS iy athaties
2.8 amnsnfiuuazdseandnuazasmaaumsldia (Logging/Monitoring) Tuguuwuy Syslog 1d
2.9 @unsauFuiisuian (Time Synchronization) nugunsainieusnle
2.10 sesfumsilosfunisgnloudsmeissng IWethadey fdl
- Cross-site Scripting
- Cookie Poisoning
- Buffer Overflow
- SOL injection
2.11 anansavisgaunsgalasflalugiuuy HTML w38 PDF wlo XLS v3efini
2.12 anunsaldnumuannsgu Pve 1

gunsaillasiunayngniivlusi(web Application Firewall)
o é)
AN U
- e B os of = < = - T =
galusunsuszuulfiRnsdmiuaiomenfiumeiiasieiowmenfiowmeslindn wuudvs

nsldrulsziandasanainlssu (OEM) Ailavavsgnaesmungmuy s1en 3,800 U degn
(agseyIneRiaI s mMUNIYTIA)

qunsainszawefygIa (L3 Switch) vum 24 vos

a‘mﬁnwmsﬁug’m

4.1 fdnwauznsvihaulitdesndi Layer 3 983 0S| Model

4.2 sunsadund@unnaesednelaeldiusinmen (Routing Protocol) RIPv2, OSPF laifiustihaiiae
4.3 fdaudeusiaszuuiaiathe (Network Interface) wuu 10/100/1000 Base-T visafindn $1uny

lafeendn 24 oo



4.4 fvovdmiusasiumadourassuueietne (Network Interface) WUy 1/10 Gbps
(SFP/SFP+) wiau Transceiver Module 31unubitesndn 2 das

4.5 ﬁﬁ'ﬁgfmm‘muamamus:*ua«an’niﬁﬁmuﬁaat%uﬁasswLﬁ%'mhav;miaa

4.6 893U Mac Address laliifaenin 16,000 Mac Address

4.7 awmauimsdamiaguniakiumlusunsy Web Browser 161

4.8 dwnsndsteya Log File Tuguuuu Syslog Iaiduateiey

4.9 aunsaldanumuuinsg 1Pvs 1a

5. Lﬂ‘%ﬂqﬂauﬁqma%’aaﬂfﬁﬂaﬂizﬁw'ﬁn'iwgul.w Hyper-Converged

AN gy

5.1 iiuriasmeunmesusitneuuy Hyper Convereed Infrastructure wagdl Node Server fiadaun
wisudnuulidosnda 3 Nodes Servers T 1 cluster

5.2 fiviguszanananand Intel Aiflunuwdn (Core) litfoandn 8 unuman (8 core) uasiidunin
aransninlidesnin 2.8 GHz AevtheUszanasanan viefnin Suaulddeend 2 wie
ma Node Server

5.3 mheanudmén (Memory) fitlvunmeniugsilaitosnd 256 GB #ie Node Server

54 ﬁ‘fﬁmqumiﬁﬂg’ﬂ‘ﬁawﬁuﬁizuu Virtual Machine llﬁ‘lﬂx\'l VMware vSphere, Microsoft Hyper-V,
way AHV [uatetee

55 ﬁ“q@]m‘l.iqu (Controller) ¥8@938uu Hyper Converged Infrastructure iy Virtual Machine
ﬁﬁ%'auﬁﬁunﬂ Node Servers

5.6 #1130 restart YaruRu (Controller) ¥833zuu Hyper Converged Infrastructure Talnelaida
restart eeWRLIIEUY Virtualization (Hypervisor) Witelall#iAin Downtime 28s2UU

5.7 snsanseanedoyadiiundin Node Server 1ites843u High Availability Tunss] Controller
vive Disk Ldevnals Tﬂaaﬂmsmnisma{faaéaiﬁﬂgmw 2 A warsesiums Ufuwdewdu 3
Fuunilavinnsvene Node Server

5.8 5895Un5LAiN Node Server l#lngldfosmgaszuu Tnsanunsanseaenguuasioyn Murasngy
vasdayafivuinliinnnndt M8 TUds Node Afumnluailésnludi® (Disk Balancing)

5.9 sesfunaiiin Node 1glalsniasuauly Hyper-Converged Infrastructure Cluster (g

5.10 fimbedaiiudeys (Storage) wuu SSD u3afnd1 vueeugsaAounisHasuun (RAW
Capacity) laitfosnin 5.5 T8
5.11 fimhedaiudoya (Storage) wuu HDD wiedindt wurnAugsneuntsweiuuslyl (RAW

Capacity) Wasnin 48 TB



5.12 seefumafivdayaluzuuuy Object Storage 16

, . il i
5.13 fimwasnsnlunsdieusendnfuiluguuudielus
® aunsamsadreiudiiuLuy Thin Provisioning 1@
® @11730n13%1 Compression TuzukuU Inline Wae Post-Process ¢t

® &w13nn13vi1 Deduplication Tuguuuy Cache %38 Inline uag Capacity wSe Post-
Process 16

5.14 lagannsadenidavielarmwuanuisalunisyiy Compression Uaz Deduplication wenfiy
muATIINEaRTadnyekenwalduTl|fogeBasy Iifunaeqnguues vm anely
Hyper Converged Infrastructure Cluster tigafuld

5.15 anansasambedaiivdeya wuu HDD wae wuu SSD Taensvieuuuy Storage Tiering 170
v Node %38 wuu Caching ludnsndiuresnnugdioya (Raw Capacity) ldunnnin 1:6
(Cache:Capacity) \ieifissednBamlunsvieu was wisliaunsasih Thin Provisioning
uag Shadow Clone 1¢f

5.16 fewannin iedlwenduas lumsdrsastiaya (Snapshot Backup) Tdnaneq gamdouily
nsfuadfissniafies Tnsaansaimun Policy lun1sdsasdeya, fwun Retention was
fa Schedule 14 laganunsadhsasdoyaldliddrind v vm uag whifusaun$weinsees
iwiasnsuinesuiinedmiuRndassuy Hypervisor wuu Hyper Converged Infrastructure
e

5.17 amsanmuanisihsesdayauuy Application Consistent lsi wazannsadfu
(Restore) tiayalsiwuy File uag Full VM

5.18 sae3umsvhdun (Replicate) edasraufunediaiiou sevinsrudnauRumesasgul
AenRamasAll Hypervisor uansnafuldl (Cross Hypervisor) Tagamansaimua Policy Tuns
dun (Replicate), fwun Retention uazss Schedule 16

5.19 5893UM3¥I Erasure Coding Iéilavinisvene Node Server)

5.20 393¥umsvnaTuiusendne All-Flash node uaz Hybrid node Tu Hyper Converged
Infrastructure cluster gaufigniu

5.21 5945Umsaine storage v04 VM Tillaniauiisneqeuuleuisiidvualy (Storage Policy Wi
Storage Container ) lfatnaios 2 ulsws Tnsusazulovisannsafmunauandsifetn
Yeueralud JULUU RF %38 FTT, Deduplication, Compression

5.22 wuummmﬁwmié‘wmimﬁmﬁuﬁﬁsﬁw‘ﬁ‘mwu,asﬂaﬁﬁ’un1-:“l%’amlﬂa‘l,ajﬁaam_;ﬂmﬁﬁmu
UYDITBUUHIU Web Console (GUI)



5.23 fimieilausiasruuiatethy Network Interface firmnsia 10/25 GbE v3eindt Sunuliides
n1 2 ports s Node Server wiasindalugastietion 2 luga

5.24 fmheiausassuuiatotns Network Interface #in1aida 10 Gb Base-T w3afiniy s1uavla
Weenin 2 ports #e Node Server

5.25 Swhedauseszuuadadie Management $1ulaifeend 1 ports se Node Server

526 il Power Supply wuu Redundancy smuaulaitfaendn 2 wias sle Block 8e Chassis Wiis Enclosure

5.27 gnnsofafeuLInsgTy RACK 19 1 18 wasansnsnfadiliedation 3 Nodes Servers lnel
wmrugaliiiundy 2U

5.28 lafun1sfuseaanmsgnu FCC, CSA, CE, VCCl-a iuagharion

5.29 fisvuvdsoyavesrTesnonfinmeduive Wiuan Welnsevideyanouviendanatigmis

5.30 asneu e SuithewiongUnsaifiaueriommsoafuirdadvsisdlivnsandildom
o Alasnriau LLas’l.;i{,ﬂuLﬂ%‘mﬁgnﬂ’umﬂ‘%’uﬂ‘gaamwiwzi (Reconditioned vi3® Rebuilt) uaz
Wuguitiegluasnisuanlnsiivideiusemauitnivesaninsivismemsniines
wanfasflulssmalnelneienarsiusesfiindnazsontuenasfiseniitelnsansilneans
wBundeuienansiauesien

5.31 ImsfudseugunsalsuAusuasogludifunatlsifosndn 2 T wuu On-Site Service

6. Tsunsuudmssanisinsesreuiamadusidneaiion

AnANREAUgIY

6.1 @IASHNTNUTEUUY ’u Web Browser wse GUI ¢

6.2 aansadnassuusduvinenTveuai swmauimeiLsltne Wy mielssnananans (cPU),
wherud (Memory) ussmbedafiudoya (Storage) THiTuedesraninmediation Tned
avsmsliruaiariasrsuiumefiatouldlistasuay wihifunswensvaaeses
rauImeTusinedmURnsesEUY Hypervisor wuu Hyper Converged Infrastructure 1
Uaus

6.3 fiRosdiauiwismsinnsaunasdmivtieatne udly g vde au iAlesmeuines
wadlaulel

6.4 ﬁm’%‘mﬁaﬁms%’mmﬁ'ﬁmminu%msﬁ’mnﬁ'lﬁ'ﬁgqm%‘aqﬂw%Lﬂa%mﬁhauw Hyper-
converged Infrastructure was Hypervisor meluiadesilouSmsdansieiy stuausdis
o 2 ymineuluL redundant

6.5 au3ading, av, wily VM Network aswmninfeauidisainiaiosiousmsdanisdaunandag

a 1 e & = <l 24 4 ] W
ATANUR ﬂ’!LWFJ\’!FI‘NLﬂEJ?LWEﬂW\‘nEIEI@J MIAANIT



6.6 @1TRAI1UAZUINIIINNTT Container Cluster ¥3e Kubemetes cluster lganiaSesils
Uimsdanisdunanaienfuiuiedsdiousvnsdnnistesssuuaeyininedisitng Hyper-
Converged Infrastructure Lﬁa‘lﬁﬁmigﬂwu Container

6.7 mmmz’ham‘%imﬂauﬁ'ama%mﬁam'1nm"§mﬁauﬁuma§mjﬂzi’aam’s‘éwﬁﬂﬂﬁm‘%‘m
ﬂauﬁ'sma%mhha?ﬁ'nm%mﬁﬂﬂﬂhjﬁﬂﬁﬁn’riuum'%:aqﬂauﬁmaﬁaﬁaquﬁnﬁﬁnmu

6.8 389TUMTYINAIULUU High Availability (HA) ’lumtﬁﬁl.ﬁamauﬁqma‘%tu.hhal.ﬁ%'amﬁms;m
Vi fissanansasamimintesnsufmesiafiouieliuinisseirtssnuiamesusitng
iwSeaduluszuuiaualnesaluls

6.9 ausnieeinsneuiiameiafiounnisdssnanfamesustnertemilslusuetes
aaufaesuteBnnTemildlddnlufidlondsineufinnefuiverdamiidnslii
niwensanAuimue (Distributed Resource Scheduler ¥3a Dynamic Scheduler)

6.10 #nansanuAA IP Address uuu DHCP TifurSesnenfimediafiouluuraenguinidn

(VM Network Port Group) aeluseuu Virtualization fladreduls
6.11 ausomsavdeuanuziaznsldnunineInsveuaiesreufmesuseudasiasos
Name, CPU, Memory, Storage, IP Address ¢

6.12 @NINRATIREABUANUBLAZNSIHaU VLAN, Packets Rx ,Packets Tx uagnisileusavassuy

maazUaenresnguinisanneiedouinsmsdanisdaunandld
6.13 @u30M 53998V O Bandwidth, IOPS, wag Latency 52u%ad Hyper-Converged Cluster,
TesusaziATaInauIRBSIstE LAy TausatiATosouRmesiaiion 1§

6.14 gunInRTIIdsUUsE NG LAz LanIE UEUTEENSN I (Health-Check) 989 wihe
Usganaranans (CPU), mihaaudvan (Memory) YBaLATDY
raufumesialiou uas veurdesnaufiumeiuslite, wiiedufiudoys, Storage Pool, uaz
Hyper-converged cluster 1gi

6.15 indaailauimsinnisvesssuunoniameiuaiie Hyper-Converged Infrastructure wag
ganAuSUTsTanmsnsasnanfiamediaiiou (Virtualization Software 5o Hypervisor)
Fesanansainziuasud afeutlyvisineg ﬁuﬁﬂ%ﬂmzﬁﬂw%’@uuanﬁamma‘umﬂmmﬁ
Lﬁﬁ“i‘fuLLas’LﬁﬁqLzuzﬁ'ﬂunﬁu.fﬁ‘kw'l wiaull Knowledge based Tunsudtigmn

6.16 annsndnseidiaiuneuuiliunmslininenns (CPU, Memory, Storage) anudnualy

navhuessszuuiagldanuiudiuldldlnelfnalulad Machine Learning

6.17 annsonTIavLASasnauiamediaiioy (VM) ﬁ’[,%'m%’wmni'lzjmmsaumnﬁgnﬁmumﬁ‘tﬁ

6.18 amnsarmIwuaziaoungAnssunsliouiiieunfveusdssmonunoiiaiion (vm) 1§



6.19 anunsaduninensveanesreniameiiaiioy (VM) Tmngaumunisdanundnens
vouATesmeNiImediation (VM) T

6.20 @N50AIMNITOINSVEIBVDINENEINS (CPU, Memory, Storage) Lﬁamauaumu%mm‘m
Tuswenllagld walulad Machine Learning

6.21 @W13AIANTST patch uay update BIOS waqm‘%‘mmauﬁ'eLmaﬂmﬂ'}aﬁw%’uﬁﬂ%muu
Hypervisor Wuu Hyper Converged Infrastructure yas Yanug Hyper-Converged
Infrastructure (HCI) uagwesinag Hypervisor uasenfusdmuLimssnms lean
Lﬂ?ﬂdﬁau‘%ms%’ﬂm'sei’;unamﬁmﬁ’u

6.22 F3UVUIMINTIANTTAMTUSTUUIY Virtualization ﬁmuaﬁaaﬁwﬁ’aﬁa%’uaamazaﬁ'vmgu
Al nuismivewindasvSeanvesdvewmansualulsuwalve Tnaenans
%’maqﬁanehwsﬁmsﬁmanm‘:ﬁaanrﬁﬂﬂiam'zﬁ{lmtu.nwwmﬁuw%’aumnmﬁmuaﬁw

6.23 fimsfulseiudunatlsifesndt 2 ¥ wou 2ax7

7. wavifwrdiantsgiudeya (navicat)
AMEN YL TY IﬂnmmE&ﬂﬁ%’uﬁ'ﬂmﬁgmﬁ‘agamemﬂﬂmﬁau@ia MySQL, MariaDB,
MongoDB, SQL Server, Oracle, PostgreSQL uaz SQLite

Navicat Premium
n']um'%?aaﬁaw"wmgwm‘i’aa&aﬁlﬁqmﬁau@iaﬁugmﬁ’a;ﬁla MySQL, MariaDB, MongoDB, SQL
Server, Oracle, PostgreSQL uaz SQLite wiaurnldnnuatndiasmdn waruleny
yu&?’m&m:uuﬂmm‘rﬁu Amazon RDS, Amazon Aurora, Amazon Redshift, Microsoft Azure,
Oracle Cloud, Google Cloud W&z MongoDB Atlas Aaa1ansagasams Lazihyasnm
Fwiayavasgmldagemaiueziene

i,

1L ENT]

Seamless Data Migration nisthelandaya nsdszamdays uasndszau
Toyalanaths Hreldquinalondeyaldieiuuanirin sonessdaunamafiassunau
dwiuntsdisloudayadiy DBMS a9 Wisufoy waztlrRwdnysnugudays ms
Uszaudaysuszlasiats avdusediuldnndSonfieulnwlsdsng sz script WUy
ﬁzLSH@]LﬁQi:QﬂﬂELﬂ5Huuﬂmﬁﬁ}mﬂ"mﬂ’liﬁ’nﬁuﬂ‘li



by
B L & 5 wos w L w O
- Diversified Manipulation Tool ‘I:'ﬁmmﬂmwmﬁh;mt.wamﬂIﬂmjam‘lﬂm

udeysnnnanuatzziuuumiasn ODBC wa\mnmmmimammmawa:ua #agan
Togaannens / asatandugunamionasgmsfududugiusitu Excel, Access, CSV
uazdnanang mel,fﬂmLLa,auuuﬂnmzf[ﬂmﬂ'mm“lm’lmlwaamﬂmmmmmmamw
zaanlumsurtlaly yuuesuuLvas JSON use spreadsheet-like Grid View Wiauris
waseutladaynnnanoiedwsanuszaanlumautlue 899 Navicat inSasfiafiams

1
ANy lumsﬁ‘@n’nw“m&amaqqma dddsz@ninnuazyn ins=uaunisnusy

Easy SQL/Query Editing Visual SQL / Query Builder 9:32¢l¥nmairaurly
UazSued / queries saL Taelidaetiaiiuan syntax uazmslEendnuancan 1R
ﬂEI’Id?"J@LTB@I’JEIﬂ’]'iL‘mJIﬂ@]l‘!ﬁﬁ&]HTﬂLLLﬂ:Iﬂ(ﬂﬂﬂ‘ﬁml.‘ﬂﬂ@ﬂ@lﬂiﬁﬂﬂ%%&ﬂ’lﬁﬁﬁiﬂ
keywords W&z stripping INMIIIVE duriuazun lwda Aawa1an159nsva PL / SOL uae
PL/ PGSQL admanhilanldaedlsznaums debugging 29191 1umIsee breakpoints |
stepping through, viewing W8z modifying f1e7uIUa2aT1988Y call stack

Intelligent Database Designer a%’wuﬁ”l’uuam"ﬂmﬁmqgmﬁ’agﬂﬁgow alaglTinaanuyy

Tagdonndwusn wapmdeysvasnnliifunwnmfinlesldiadasdessnuuuiazaie

LLum"maag'lwﬁasgaﬁ;fﬁ'wﬁ’amﬁalﬁ'ﬂcumm'ma%’"muuuai*mama:ﬁwm'la.mi’ﬂagmﬁ’a;gaﬁ

Fudanlaaiisinseny

| O
AN
tLELEE

Data Visualization Tool ﬂmammummmmmm ﬂlﬂﬂmmmsnﬁmwmam
vwralngAnaainle u.a;ri':al'Lv.ﬂm"leﬁuiraummmnﬁaﬂmmmumnmauamaaﬂm #1779uAs
Auwugtusuuwalidy uas FI’J']JJﬁ“?JWuTiLﬂTIﬂ‘ﬂEmﬂLLa AIHARNE NN A TUsE AN mie
ﬂ.‘u.ﬁuamﬂﬂmmuwu’lmu«mﬂauﬂummummmﬁu

"
= @ Increase Your Productivity Imgfuﬁwaaﬁ’aga / idudoya melwadassn
NTHWRIVSILTILGE GUI ﬁi‘fa‘mimﬁw%‘h MongoDump, Oracle Data Pump W8z SQL Server
Backup Utility fa:uu:ﬁﬂﬂmrﬂaa@mi:mumiéﬂiaw"ﬂﬁmmza@Ian’umﬁcﬂﬁaﬁ@wmﬂ faei
‘s:m_fa“@l'[uﬁﬁﬁ'm%’um“mumsﬂ%’ul'ﬁﬁmmmﬁﬂ%ﬂ‘lﬁrﬁumiﬁ’]-saw’mm"aalaam
MapReduce uasnsiianld script luna’msmumm u[BJ’E’]ﬂEM}“ﬂEI‘H lmuﬂmmmmmmu’m
&15a belana



8. wenduIimIuanwaLdeEn (Creator) USELAN Subscription
ﬂmﬁﬂwmxﬁu@u
8.1 sesfunadiensiefuueasdeyaiifaumatnvans Foussneudas wneedayaidulsid wu
Excel, Access, Text Files, PDF, Shape File %38 Spatial File LLﬁﬂﬁﬂﬁa;&ﬁﬁLﬂugﬂu‘ﬁB&&ﬁ
\dius (RDBMS) Lfu SQL Server, Oracle wavundsdoyadiiiu OLAP wu Microsoft
Analysis Services, SAP Net Weaver Business Warehouse
8.2 iﬂﬂ%’ﬂﬂ’]iﬁ’auﬁfaﬁgﬂugﬂwu Live Connection uag Extraction tilaviau Off-line Tag
aunsadsuuladlaglifeadousslvsl
8.3 seviumamdayauasiuinnasinvesdoya (Data Extraction and Aggregation) Tnefiliifes
FuulusunsuvaansUsilag feau
8.4 5893UM3Y11 Full Data Extraction Wwag Incremental Data Extraction
8.5 mmiﬂﬁaum’aﬁ'mmaia%’aadawma 5 uvdm3ey q fuflevia Data Blending L&
8.6 mmim%’amiaﬁ‘mma’q‘ﬁaga‘lm&fﬂﬂiﬁ%"wmmé‘mﬁ’uémaa*ifmda (Relationship) Tudnwazaes
One to One, Many to One waz Many to Many ¢
8.7 annsovimsdnngudayauuulauniinlunsmivasldnguiasadulunisiuaald
8.8 ausnaseE s (Hierarchies) i musiasld
8.9 ansneniiudioyaillitiuades (Exclude) viawtulawgsemsitanls (Keep) 9rnnslld
8.10 @snIafamua Fiscal Year uazinvuauisusiuyosdiuansi (Start of Week) todlél
8.11 annsavesiunisaiaununileednluli (Automatic Charting) Tngld Data Visualization
Best Practices 3 ndayafignidents
8.12 annsailae Filter uagdssion Parameters Taumsaa1nnsam (Graph) lUgsBnnswinilslagnis
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Hillstone W-Series
Web Application Firewall

Hillstone W-Series Web Application Firewall (WAF) provides enterprise-class, comprehensive
security for web servers, applications and APIs. It defends against attacks at both the network and
application layers, providing protections against DDoS, the OWASP Top 10 threats, and bot attacks,
for example. In addition, the WAF validates APIs against the schema defined in OpenAPl, and
automatically generates positive security model policies to detect and defend against attacks and

misuse.

Hillstone WAF combines traditional rules-based detection with innovative semantics analysis. This
dual-engine approach significantly increases accuracy while minimizing false positives. Hillstone
WAF also leverages machine learning technology to fine tune security policies and block unknown
threats and attacks. Further, logs can be automatically aggregated across multiple dimensions

to allow admins to easily identify suspicious anomalies or locate false positives, and then further

refine policies as needed.

Product Highlights

Comprehensive Web Application Security

Hillstone Web Application Firewall (WAF) provides complete
security of web-based applications and APIs for enterprises
and other organizations. It detects and defends against
attacks at both the network layer (such as DDoS attacks,
flood attacks, scan and spoof, etc.), and at the application
layer (such as the OWASP Top 10 risks including injection
attacks, cross site scripting (XSS) attacks, injection, ete). Hill-
stone WAF automatically discovers web servers and related
assets and puts them under protection. With this capability,
Hillstone WAF covers the entire web estate even when it
scales, which helps improve operational efficiencies and
deliver faster time-to-value.

www HilistoneMet.com

Advanced API Protection

As the digital transformation continues to evolve, APls play

a more and more important role in application development
and integration. The popularity of ARIs potentially exposes
additional attack surfaces, such as excessive data exposure,
lack of resources and rate limiting, injection and XSS attacks
amang APl calls, etc. Based on the schema defined in the
OpenAPil files, Hillstone WAF helps validate and generate posi-
tive security model paolicies to detect those threats in APIs.

improved Detection Accuracy and Efficiency with Dual
Engines

Hillstone WAF integrates the industry's most innovative
semantics analysis with traditional WAF detection engines.
Combined with traditional rules-based detection, the seman-

w0 2021 Hillsione Nerworks Al Rights Segserved |1



Hillstone W-Series Web Application Firewall

Product Highlights couines

tics analysis engine helps further detect threats like SQL
injection and cross site seripting, and minimizes false pos-
itives. Hillstone WAF's recursive decoding capability also
detects attacks that are obscured by multiple encoding. This
dual-engine approach significantly improves the accuracy of
detection and efficiency in operation.

Machine-Learning-Driven Security Rule Optimization
and Unknown Attack Defense

In addition to general protection based on rules and scripts
for known attacks, Hillstone WAF's auto-learning capability
helps mitigate never-before-seen exploits to protect specific
applications from zero-day attacks. Its ML-based model
learns from the data of normal traffic such as parameter
length, cookie, HTTP methods, etc., tunes itself based on the

Hillstone

E T W R K 8

test results as well as input from administrators, and contin-
ues updating the learning models and optimizing WAF rules
as applications evolve. It significantly reduces operational
overhead by eliminating the troubleshooting of false positives
and manual policy tuning.

Rich Logs for Intelligent Analysis and Reporting

Hillstone WAF provides administrators and operators high
visibility and comprehensive report with threat analysis, traffic
analysis, attack breakdown and threat control. Its log aggre-
gation capability allows logs to be aggregated from multiple
dimensions, which helps operators easily identify suspicious
anomalies or find false positives from logs, and then tune the
policies accordingly.

Features

W

eb Application Protection
Defend against HTTP anomalies

* SSL transparent proxy
+ HTTP fast flood and slow Mlood atlacks defense
+ Injection attacks defanse, including SOL injection,

LOAPR injection, S8 injection, Xpath injection,
Command injection, Remote File Include (RF1}
injection, efc.

+ Defend against cross-site attacks, including XS5

and CSRF altacks

- Semantic analysis based detection of SQL

injection and XSS attacks

* Prevenlion of daia leakage, including leakage of

server error, database error, Web directory content,
code, keyword, ete.

+ Prevent leakage of sensitive personal data.

Suppart detection the leakage of personal identifi-
cation, number of bank card, credit card, and email
account. Support desensitization of sensitive
information (replace with specified characters)

» Cookie security. Support prevention of cookie

tampering and hijacking; support cockie signature
and encryption

+ Web access control ability, which can defend

the behavior of scanning, crawling, and directory
traversal

+ Supporl finegrained contral of HTTP access

based on client IP by matching HTTP method,
HTTP header, HTTP content ype, HTTP protocol
version, LRI path, ete,

- Support defense against vulnerability attacks to

web servers, web framework and web application

+ Defense against illegal rescurce acoess, including

illegat uploads, illegal downloads and hetlinking
attacks; support liegal download control based on
file size and MIME file type

- Defense against malware, including WebShell and

W

Trojan attacks, ete.

ww.HillstoneMet.com

+ Defense against brute force attacks
* Support detecting and blocking client by its source

IP {via X-forward-for) when deployed betind a load
balancer or a proxy

+ Support customized rules
+ Pre-defined protection policy templates; support

customized protection policies

» Real time update of signature databases
* Suppart AP| security detection and protection;

Support validation based on OpenAPI specification
documents

+ Support configuring site status as website

maintaining

Anti-defacement

Support two operating modes; learming mode and
pratection mode

+ Similarity comparison of protected contents
* Support custornized protected static web page

lypes; support exception URL list for tamper
resistance; Support duration and time setting for
protection

* Support synchronization with servers and

establish baseline by the builtin syne engine.

* Support monitoring of tampering and romal

madification

* Support forensic of tampering

Network Security Protection
+ Defense against DoS attacks, including: Ping of

Death attacks, Teardrop attack, IP fragmentation
attack, Smurf and Fraggle attack, Land attack,
ICMP large packet attack, etc.

+ Defense against DNS query flooding altacks,

support configuring alert level according to the
source and destination address

+ Protection against TCP abnormalities
* Protection against IP scanning/spoofing and port

scanning

- PFrotection against flooding, including: ICMP flood,

UDP fleod, SYN flood, efc.

+ Support IP reputalion and blacking malicious 1P

Support policy control based on HTTP header,
including: Host, User-Agent, Accept, Accept-Lan-
guage, Accept-Encoding, Referer, Coakie, etc,

+ Support HTTPZ in reverse proxy mode
+ Support HTTPS decryption and IPVE traffic

detection in TAP mode

IPvé
- Optimization of access control policy

.

P

Support IPv4, IPv6 dual stack deployment. IPv4
and |Pv6 addresses can be added as protected
sites simultaneously

olicy auto-learning
Support detection and protection of 1PV traffic

+ Inteliigent learning of the traffic to the protected

site, and tune the policies based on the learning
resulis

+ Leamed contents including: dynamic URL address,

URL parameter, HTTP access method, cookie and
other information

- Support learning mode and protection mode;

D

Support auto switching to protection mode after
learning

efense Response

+ Support iearning from the specific URL
+ Support alarming only if a trigger behavior is

executed

* Support blocking the behavior that break the

security rules and responding with an alert page

+ Support alert page customization
+ Support redirecting the alert page to another UBL
- Suppon adding whitelist (exception rule) via

02021 Hillsione Merworks Al Eights Reseved. | 2



Hillstone W-Series Web Application Firewall

Featu res (Continued)

security logs, and support exception rules based
on URL and source IP

Support adding atiacker to blacklist to block
subsequent access

Support IP and URL whitelist
* Support interaction with firewall to issue blacklist
Support access control based on geolP

Deployment
Support multiple deployment modes, including

Transparent proxy mode, TAP mode, reverse proxy

made, cne-arm reverse proxy mode and traction
Web assets auto-discovery

Support default site

Support configuring noninterface |P to the site

and ARP response in ane-arm reverse proxy mode

and reverse proxy mode
Support graphical deployment wizard

Virtualized Offering

+ Supported Hypervisors: Viiware, KV, Openstack

and Xen

Cloud-init
Support AWS, Azure, AliCloud
Support Ha deployment in public cloud

Support built-in Agent, such as VMware Tools and

Support software Bypass (in transparent proxy
mode)

Application Acceleration and Server Load
Balancing

Support weh Cache, page compression and TCP
Multiplexing, SSL unloading, SSL proxy

Support server load balancing (in reverse proxy
rmade), ncluding weighted round-robin, least
connection and IP Hash algorithm

Server ioad balancing suppaort IPv6

Support server health check. Support customizing
the URL obiect used by the health check

Support using X-header a3 load balancing 1P

Network and Interface Configuration

Support static routing

Support inferface aggregation

Suppert VLAN sub-interface

Support multiple vSwitches, virtual-wires

Authentication

Multi-level authorization, predefined roles including
system administrators, operators, auditors, etc.
Support local authentication, Radius and
TACAS-C+

- Support operation and maintenance tools such as
pingAepdurnp/curl

Log, Report and Alarm
+ Rich log information, including device

management logs, network security lngs, web
security logs, tamper-proof logs, access control
logs, auto-earning strategy fogs, web aceess logs,
efc.

Support logging all HT TP headers in attack events,
including URL, UserAgent, POST content, cookie,
ate

Support logging server responses

Suppaorts alarming via e-mail, SNIMP, SYSLOG,
SME, ste,

Support reporting {report lemplates supported)
from multi-dimensions such as security risk
overview, site risk details, attack type details,

site tampering analysis, site visits, summary of
netwark layer attack, system operation slatus, ete.
Support log aggregation according Lo policy or
client IP

Support intelligent log analysis, including threat
analysis and false positive analysis, and optimi-
zalion of security policy based on analysis resulls
Suppaort playback of attack, which can help admin-
istrators quickly analyze and locate he threats and

attacks in network

Suppoert deleting web security log

Supporl log transfer via FTP

Support user-defined report

Support report exported in POF, DOC format
Suppert periodic export of report

Maif server supports STARTTLS and 550
encrypted transmission

Support user session tracking to add user name,

environment (AliCloud, AWS)

Support license management through LMS
system

Support Restful API

Support hot-swappable NIC, SR-0V and elastic
scaling

High Availability

+ Active/ passive mode

Device Management

Multiple managernent methads including: HTTR
HTTPS, 85H, Console, ete. Support configuration
of trusted management host

sSuppart device status monitoring, including:
summary and detail information of hard disk,
storage, CPU utilization and temperature i
Support centralized managerment and finnware
upgrade through Hiflstone Security Management

* Adtive/ Active Peer Mode System (HEM) session identifier and sessicn identity value in logs
Specifications

pe at SG-6000-WV02 SG-6000-WV04 $G-6000-WV08 SG-6000-WV12
Maximum Throughput (1518 bytes) (vNIC/ SR-10V) (1 5G 106 200 406
Maximum Concurrent Sessions 1 44]{3_0[}'0 1,200,000 2500000 4,000,000
HTTP Throughput (HTTP GET 512KB file) &= 1200n 2E00M 5500 BO00M
HTTP Concurrent Sessions (HTTP GET 648 file) 100.000 300,000 1500000 2,500,000
HTTP New Sessions (HTTP GET 1B file) ™ 2,800 5,600 14000 20,000
HTTP Maxi Ti jons Per S d (TPS) ™ 3,000 6,500 16,000 22,000
HTTP Throughput Reference for Model Selection i 250m 650K 15000 200004
HTTPS Throughput @ 200M 400 S00M 1500m
HTTPS New Sessions 400 o900 2200 3,300
HTTPS Maxi Ti Per Second (TPS) ™ 3,000 6,000 15000 24,000
HTTPS Throughput Reference for Madel Selection @ 50m 20N 200h 30084
vCPU Support 2 Core 4 Core & Core 12 Core
Storage (Min/Max) 100GB/1TE T00GEATE 100GEATE 100GBATE
RAM 43 HE 166 246G
Netwoark Interface Support (Minimum / Maximumy} 10 10 10 10
Protected Sites 16 32 128 256
Protected IP/PORT Pairs 32 &4 1024 1024
NOTES:

(1) Metwork performance is obtained under WAF disabled, and no protection site configured,
{2) HTTP protection performances are obtained under protection site configured and "Medium Protection Strategy” usad;
(3] HTTPS protection performances are oblained under "Medivm profection strategy”, TLEv1.2 cipher suite ECDHE-RSA-AEST 25-GCM-SHA 256, key length 2K RSA.

Hillstone

N E T W O R K s

www. HillstoneMet.com
EIDY Hillslone Netwarks Al Rights Reserved,
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INNOVATION
Beyond Networks

| Product Highlights

Up to 32 x 10G Base-X Access Ports
and 4 25G & 2 40G uplink

Built-in Advanced Layer 3 Routing
Support

Power and Fan Redundancy Support
{hot-swappable)

Robust High Reliability Hardware
Design (Guarantee for 30 Years
MTBF)

| Product Features

IPv4/IPv6 Dual-Stack Multilayer Switching

RG-86120 series provides hardware support for IPv4/
IPv6 dual-stack multilayer switching at line rates. supports
distinction and processing of IPv4 and IPv6 packets by
hardware, and provides flexible IPv8 network communication
solutions according to the requirements of the IPv6 network
for network planning or maintaining the current network status.

| Product Overview

RG-86120 series switches are next-generation 10G Ethernet
switches with high performance and high security newly
launched by Ruijjie. Adopting advanced hardware architecture
design and Ruijie's new RGOS gen 12th modular operating
system, the switches provide faster hardware processing
performance and more convenient operating experience.

RG-86120 series provides maximum 32 10G fiber access
and supports high-performance 10/25/40G port uplink, which
fully meets the user requirements of high-density access and
high-perfermance aggregation.

RG-88120 series switches provide high-performance
and comprehensive end-to-end QoS, as well as flexible
and feature-rich security settings for large-scale network
aggregation as well as small and medium-sized network
cores, meeting the needs of high-speed, high-security and
smart enterprise networks.

4 10G/25G
SFP28 port

2 40GBASE-X
QSFP+ ports

i

1+1 redundancy fan

1+1 redundancy
power

RG-86120-20X54VS20XS Front {above) and Rear (bottom) product view

The switches also support a wide range of {Pv4 routing
protocols, including static routing, RIP, OSPFv2, I1S-1Sv4,
BGP4, etc., enabling users to select appropriate protocols
for network building in different environments. The series
also supports an abundant list of IPv6 routing protocols, such
as static routing, RiPng, OSPFv3, 1S-I1Sv6, BGP4+, etc.,
enabling users to select appropriate protocols for upgrading
an existing network to IPv6 or building a new IPv6 network.



The Virtual Switch Unit technology, or VSU in short,
enables interconnection of several physical devices via link
aggregation by virtualizing them into one logical device. The
logical device uses one single IP address, Telnet process,
command-line interface (CL!), and enables auto version
inspection and configuration for management. From the user
perspective, they are anly managing one device, but realizing
the work efficiency and user experience brought by several
devices operating at the same.

Link aggregation can be either 10G ports or dedicated stack
cards for user's investment protection.

« Easy management: Administrators can centrally manage
all the devices at the same time. It is no longer necessary to
configure and manage the switches one by one,

» Simplified typology: The VSU is regarded as one switch in
the network. By connection of aggregation link and peripheral
network devices, MSTP protocol is unnecessary as there is no
Layer 2 loop network. All protocols operate as one switch.

* Millisecond failover: The VSU and peripheral devices are
connected via the aggregation link. Upon failure of any device
or link, failover to another member link requires only 50 to
200ms.

* Exceptional scalability: The network is hot swappable. Any
devices leaving or joining the virtualized network cause zero
impact on other devices.

The RG-S6120 series effectively prevents and controls
virus spread and hacker attacks with various inherent
mechanisms such as anti-DoS attacks, hacker IP
scanning, illegal ARP packets checking and multiple
hardware-based ACL policies.

Hardware-based IPv6 ACL: Control IPv6 users' access
to edge devices even when IPv6 users exist within an
IPv4 network. It allows coexistence of IPv4 and IPv6
users on the network and controls the resources access
by IPv6 users, such as restricting access to sensitive
network resources.

INNOVATION
Beyond Networks

Hardware-based CPU protection mechanism: The
CPU protection policy (CPP) distinguishes the data
flows sent to the CPU, which are processed according
to their priorities, and implements bandwidth limitations
as needed. In this manner, users can prevent the CPU
from being occupied by illegal traffic and protect against
malicious attacks to guarantee security of the CPU and
switch.

IPIMAC binding: Allow flexible binding of a port or the
switch to the IP address and MAC address of users,
strictly limiting user access on a port or in the entire
switch.

DHCP snooping: Allow DHCP responses from
trusted ports only to prevent spoofing by unauthorized
DHCP servers. Based on DHCP snooping, the
switches dynamically monitor ARP packets, check
user |P addresses, and directly discard illegal packets
inconsistent with the binding entries to effectively
defends against ARP spoofing and source IP address
spoofing.

IP-based Telnet access control: Prevent unauthorized
users or hackers from attacking or controlling the
devices and thereby strengthens security of the device
network management,

SSH and SNMPv3: Implement Secure Shell (SSH) and
Simple Network Management Protocol v3 (SNMPv3)
to encrypt management information in Telnet and
SNMP processes, thereby ensuring security of the
management device information and preventing hacker
from attacking or controlling the devices.

Access Control: Prevents unauthorized users from
network access through multiple features including
multi-element binding, port security, time-based ACL,
and flow-based rate limiting. The RG-S6120 Series
highly strengthens the access control of visitors and
restricts the access of unauthorized users to meet the
needs of enterprise networks and campus networks.
NFPP: The NFPP (Network Foundation Protection
Policy) enhances switch security. It protects the switch
processor and channel bandwidth by isolating the
attacking sources. Normal packet forwarding and
protocol status are hence guaranteed.



INNOVATION
Beyond Netwarks

High Reliability Design

RG-56120 series adopt multiple-tier hardware fault isolation
and protection mechanism, guarantee for 30 Years MTBF.
RG-S6120 series switches offer buifi-in power modules
and fan modules redundancy. Both the power modules and
the fan modules can be hot swapped without affecting the
normal operation of the device. In addition, the switches alsa
support fault detection and alarm for power modules and fan
modules and automatically adjust the fan speed according
to temperature changes to better adapt to the environment.
The devices support front/rear ventilation to improve heat
dissipation efficiency and provide multiple reliability protections
at the equipment level and link level. Overcurrent protection,
overvoltage protection and overheat protection technology are
also adopted.

Redundancy Design for
Fan Trays

Hardware-level Dual Flash Chip

Flash-related faults account for approximately 5% of total
faults throughout the year. RG6120 series switches use dual
flash chips to store boot software to implement hardware-level
redundancy backup and prevent startup failures,

Fault isolation Technology

A short-circuit in an optical module may cause an optical port
failure or even a switch breakdown or burnout. Ruijie 86120
series switch design for protective circuits of optical poris, a
short-circuit in an optical module can be detected promptly,
and the faulty module is then isolated to avoid any impact on
other ports and the entire device.

tical module can be detected promptly, snd

the faulty module Is ‘J_ien Isolated to avold any Impact on other ports
aned tho entire device.

Other than robust hardware design, powered by Ruijie gen
12th RGOS, zall Ruijie enterprise switches built-in with variety
of high availability networking features for different scenario
and applications;

Spotlight High Avaiiability Features:

Spanning tree protocols: The series supports spanning
tree protocols of 802.1D, 802.1w, and 802.1s to ensure rapid
convergence, improve fault tolerance capabilities, ensure
the stable operation of the network, load balancing of links
and reasonable use of network channels, and increase the
redundant link utilization.

Virtual Router Redundant Protocol (VRRP): The series
supports Virtual Router Redundancy Protocol (VRRP) which
effectively ensures network stability.

Rapid Link Detection Protocol (RLDP): The series supports
Rapid Link Detection Protocol (RLDP), which can perform
quick link connectivity detection and unidirectional link
detection of the optical fiber links, and support port-based
loop detection to prevent network failures caused by loops
generated by the improper connection of devices such as
hubs to the ports.



Rapid Ethernet Uplink Protection Protocol (REUP): When
Spanning Tree Protocol (STP) is disabled, the Rapid Ethernet
Uplink Protection Protocal (REUP) can provide basic link
redundancy through the rapid uplink protection and provide
millisecond fault recovery faster than STP.

Bidirectional Forwarding Detection (BFD): Provide a
method for upper-layer protocols such as routing protocols to
quickly detect the connectivity of forwarding paths between
2 routing devices, greatly reducing the convergence time of
upper-layer protocols in the case of changes in link status.
Exceptional business support performance: Support 1Pv4
and IPv8 multicast with abundant muiticast protocols, a.g.
IGMP Snooping, IGMP, MLD, PIM, PIM for IPv5, MSDP, etc.
The switches offer multicast service for IPv4 network. IPv6
network, and IPv4/IPv6 co-existing network. IGMP source port
and source IP check are alse supported to effectively eliminate
unauthorized muiticast sources and improve network security.

Abundant QoS Policies

The RG-S6120 series offers multilayer traffic classification and
flow control for MAC traffic, IP traffic, application traffic, etc,
and realizes various traffic policies such as refined bandwidth
control and forwarding priority. The series also supports
customized QoS features for various applications.

| Technical Specifications

Maodel

20 1G/10GBASE-X SFP+ ports,

INNOVATION
Beyond Networks

The DiffServ-based QoS system supports a complete set of
QoS policies covering 802.1P, IP TOS, Layer 2 to 7 filtering,
SP, WRR, efc., and realizes the multi-service QoS logic of the
entire network system.

Energy Saving

The RG-S6120 series switches adopt the next-generation
hardware architecture, advanced energy-saving circuit
design and components to save energy for users and reduce
noise pollution. The series adopts the variable-speed axial
fans so that the devices can intelligently contral the fan
speed according to the current temperature to ensure stable
operation of the device while reducing power consumption
and noise.

RG-86120 series supports abundant features such as SNMP,
RMON, Syslog, logs and configuration backup using USB for
routine network diagnosis and maintenance. Administrators
can use a wide variety of management and maintenance
methods for easier device management and such include
command line interface (CLI), web management, Telnet, etc.

RG-S6120-20XS4VS2QXS

4 10G/25GBASE-X SFP28 ports,

dular

Zmp

f_an slots -

2 40GBASE-X QSFP+__pcrt3.
Support up to 32 106G ports,
2 modular power slots,
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Model RG-S6120-20XS4VS2QXS

Port Buffer
s Size (Pvd/Pue)

4K B021QVLAN

i Port-based VLAN

VLAN _ ' Private VLAN
: GVRP

‘Super VLAN

LACP (802.3ad)

IPv6 protocols

IGMP v1/v2/v3, IGMP proxy
IGMP v1/v2/v3 snooping
IGMP filtering, IGMP fast ieave
PIM-DM, PIM-SM, PIM-SSM
MLD Snooping, MLD
MSDP

Mutticast
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RG-56120-20XS4VS2QXS

iiter unauthorized: MAC addresses
Broadcast storm suppression
o] : ~ Hierarchical management by admlnistrators and password pratection
Security RADIUS and TACACS+
SSH
BPDU Guard

g
Vsu (wftual:zatron technclogy for vrrtuahzmg multaple devices into 1), GR for RIP/
OSPF/BGP; BFD; G.8032 (ERPS), REUP; RLDP; 1+1 power reduﬂdancy: Hot—
__swappable pcwer madule and fan module

Physical S;ﬁe.cmcations

Power Consumption

Opéi";fing temperature: 0°C fo 50°C R e
Temperature : A e L e R R o R e S e el Sedina o
) Storage temperature: -40°C to 70°C ] . :
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to 5,000m

GB4943-2011

| Typical Applications

= Aggregation layer of large networks, core of small and
medium-sized networks, full 10G layer 3 access for large
enterprises or office buildings

*  The wide variety of management mechanisms provides
network security protection, high-security access control
and effective network access cantrol

Scenario 1

As the aggregation layer switches of large campus networks,
RG-56120 series switches provide 10G bandwidth for
access equipment, and 40G aggregation-to-core high-
bandwidth link, which meets the users’ growing needs.

SDG/LO0G Wnk

2 165 dibre

RG-N10000 &
Tearhing and
srieniifie
mamasch area

L6

Student darmitoey blding

EN 62368-1:2014+A11:2017

The comprehensive management policies help to manage
bandwidth and guarantee the key services such as voice
call, multicast audio and video services, and video on
demand.

Scenario 2

The RG-86120 series switches can also be deployed
as 10-Gigabit core switches in small and medium-sized
enterprises, which can greatly improve the reliability and
efficiency of the network system while simplifying the
network architecture through VSU technalogy.

liternzl servers
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Scenario 3

Intemal servars

RG-56120 can be deployed for the access or aggregation of
small and medium campus networks. The 10G access ports
can be used for high-speed AP access, forming 10G/25G
access-lo-aggregation and 40G aggregation-to-core high-
bandwidth link to meet the users’ growing needs.

| Ordering Information

Please order according to the below sections including switch models, expansion modules and power modules selection. The
expansion modules and power modules may be updated at any time. Please consult the related personnel before ordering.

Model I

20 1(3;10(38ASE X SFP+ ports, 4 106!25GE!ASE-X SFF’28 Ports, 2 4€}GBASE~X QSFP+ ports
RG-56120-20XS4VS2QXS  support up to 32 10G ports, 2 modular power supply slots (at least one RG- PATSOI F powar:
modute) 2 moduiar fan slots {2 fan modules are equipped by default} s

Descnptjon

._ 4DG SR f|ber modulg for QSPP+ ports {OMB! M4 MPO . 8 core BSOnm 100m with OM3 f‘ber .
. AOG-QSFP—SR-I.V.IMSBD 150m with OM4 fiver)
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rRuijie

Ruijie Networks Co., Lid.

For further information, please visit our website hitps: /fwww.ruijienetworks.com

All rights are reserved by Ruijie Networks Co., Ltd. Ruijie reserves the right to change, modify, transfer,
or otherwise revise this publication without notice, and the most current version of the publication shall be

applicable.




INTERACTIVE WHITEBOARD DISPLAYS

Interactive whiteboard display available in 55, 85, 75, 86 or 98 inch display format
is the largest in its kincl. The multi-touch touchscreen feels like touching a tablet
screen and is very easy to use. The intuitive display is perfect for presentations of
any sort, such ds business presentations or classroom lessons.

The slim design and direct bonding process gives users an excellent visual
experience. The display is slim and elegant and the base is adjustable in height.

Another great feature is the built-in intelligent conference system to easily
achieve a paperless office.




MAIN CHARACTERISTICS

9 ARRAY-TYPED MICROPHONES (moke voice notural and clear)
6 HIGH ACCURACY TOUCHPAD (makes smooth writing)
@ HIDDEN ANTENNA (with simple and slegant designing)

@ DOUBLE-PORTS USB

© Smart siclebar
tasy aparation with the sidebars to cchieve multiple functions.
© Dual-bond wifi
Support 24GHz/SGHz dual-band WiR, the signel s strong), stable,
and with higher transmission speed.

APPLICATIONS

FEATURES AND FUNCTIONS

© Built-in writing software {Android) with ali-channe!
annotating
fiClke notes on the screen undar multiple sources, save it by email
ar sconning. Exsy to erase or ccd/dalete pages.

o Android B.O&WIindow dual systems
With standerd Android OS, and Window as option. OPS micro PC
ehables eusier installotion, uss and mointenance.

© Full channe! HDMI Loop out function (optionat)
synchronaus output is availaila through HOMI loop out interface.

- © Conference room, exhibition hall, classroom, office room,
BOE ORIGINAL DISPLAY

elc

TECHNICAL SPECIFICATIONS

Panal Basic Configurations
55" 65" 75" 88" ag"
Backlight ] BLED Scalar
Resolution A 2167 cru
Disploy (Hx v) HA00ED - 165 EG 1HUS G0 » CPU frequency
RO 821782 mim 1065.96 mim il
gy B Cores
Pixel distance (Hx V) 0,470 & 04565 L4296 ¥ D4u35 y
| 0315mm | 0.372mm £L4285 i T AEES qi 1] i GPU
Brightness S5l A AR A s RAM 23GE DORS | 268 OORE | 3GB DDA | 3uGE DORA
Santiastmtin Sy =S Aciiy LersiGE 1sca | a8
Viewingangle o os Anciod 80
— " = -
...... |§ il =
Touch Screen
Aspect ratio 15 65" 85" 78" 88" 88"
Refrash rate 02 Touch frame Inlrarad touch frame
Lift Time: =30030 hes Tempered gitss 4 e tckness
Speaker Position 18kHz 20V Response time ) ms Bms B ms %10 ms
Dutput
Total hits
Interfaces
14 65" 75 98"
HDMI input w3

AVfTu/vEA input i

PC-AUDIOinput I

Y Pb Prinput

PC-USB/Android USE

RS232 Power consump

AV[5{PDIF/HDMI output

98"

Powear supply

Working power

=0 Wt

= 500 Wag

Standby power
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Tuiguana / QUOTATION
uddn: Audaaunafianisudmsoulaasas nsunisdnasas
Aag: 21a73 3 44U 2 pauntsdnasas (L) ouNUATHISSH winALonuvue andn ALK 10300
ﬂ\!:
Hiimesia;
Tasns:  Tessnmsiaauifensdidayassaunaidednifanisudmsaulnasas

nit-Price

Fus

Tel.
Fax.
Tel.
Tel.

S Amodnt

UREN Aandeda (Usanalve) Fada (@rlnaulue)
U8 HaLAT UYHA R AU LNIRARBNAL ATAVIHURTUAT 10110
Tel: 193-878-9495 Fax: 02-9030080 Aia 7027

lauﬂssn‘ﬁ’}ﬂlﬁnmﬁ- (I5530000RTY
2] 0111 5

640 2565

Remark:

1 wlasmaninaaddmiuoudssaus wuud + 2 30,000.00 $60,000.00
2 gunsaldasdunisyniniiules (Web Application Firewall) 1 530,000.00 £3530,000.00
3 yallsunsussuud§idnsdwiumedasnauiunad 2 3,800.00 87,600.00
4 aunsalnsesnadomno (L3 Switch) 2um 24 dag 1 110,000.00 B110,000.00
5  wiasmauinaafuslgedssAnsningouny Hyper-Converged 4 986,000.00 §3,944,000.00
6 Tsunsuuinsiamaedamantusasulimadau 4 260,000.00 1#1,040,000.00
7 savsiuiddnnisgiudana (navicat) 5 21,500.00 #107,500.00
8  aawduisnsuanonardedn dssan Creator 24 46,000.00 §1,104,000.00
9 wawdwiinsuanomattiedn Yseaw Explorer 5 16,500.00 1#82,500.00
10 aungol Interactive Board 3 230,000.00 B690,000.00
11 dhnlgevinanlgddnsasauinag 1 900,000.00 $900,000.00
~Subtota! §8,575,600.00

VAT (7% 60029200

Total B0_175.807 00

Wawlunisdisudu / Term of Payment
Wanlmildemuitstudonn i
Avualufune fhaua - ety 30 Tulvonfufiuenien Fofinmfaueaisfnnldouwnas Wasndndausnmadedamufifmus

2
i
A
r 4

tnendnsel §ana)
neasEdanT
Hduasuny / Authorized Signature

i

dviugnAn / Customer
FmiFldsunomasuanmdndiiufidta
Gmdanuduabufifiazdodarinmsdonadntinesiu

We agree and accept above offer on this quotation.

}

.

Customer authorizing Signature with company seal




TECH

ENTERPRISE

Vi Lalawn Wumedlwsd diin (dinnulug)
@i 98483 sapmwdhum 32 i 1)
WA R TmEME Y JammsTuRs 10310

e Rfund / Tax 0 0205559025893

uithn
Sog:
Taganas:

Tusuasian / QUOTATION

guianaummdiamsuInnnalnase: mumiUnATe

TR 3 91 Z msunisuresm (3ol suuuesanasd wwasiusnmus AT MY 10300

s amfimuaudSie reddayses mann Bidin iz tmawminneo:

wisneufmasa s sEesE w2

6] 61152
Fuit & fiuwu 2365

60,000.00

2 |qurstidasumsynyndulen Web Application Firewall 530,000.00 530,00000
3 |ylvswrsuspnalfifmedmiviedama fowas z 3,800.00 7,600.00
& |punseimemodinaen L3 Switch) v 24 vas 110,00000 110,000.60
5 |wineayfmmiu o A MUY Hyper-Converged 4 545,000.00 3,790,000.00
6 |WawnsuuTwsdemapden afnmefiwrsadou 4 29500000 1,180,00000
T lwalansdmegnaome navicat) 5 2201500 11007500
8 |eevnuanuansadnin tieim Creator 21 45,500.00 1,052,000.00
9 |eevmdrmuasnndsin Ussum Explorer 5 18,000.00 90,000.00
10 lqnted interactive Board 3 230,000.00 690,00000
1 |vRwssesiiimearsaume 900,000.00 500,000.00
Total 8,549,575.00

“Vat (7} < 59847725

Total Include VAT 9,148,152.25

W ¢

- Busia 30 Tu

AT BT

EMTFAPRISE CG LTD

uwafiuy Jsmszoa)
sEaunssuns

giidmnaanm / Authorized Signature

FmEugnAt / Customer

AT s ey dnamiuidle

Fruiouudsae iR Sdnsmeind iy

We agres and accent above offer on this guotation

{

}

Custarmer authorizing Serature with company seal



g At puiamauvmiia mulvmewd aeer su 13U Asas Lavil: 500046/ 2565
g w342 1w Aser (le) suvuesmeid wnde wmn cun Fam 10300 Fufh & Dgurau 2565
Tras 5 Tass it quddinreiayen Wi e wuiwaamal agen Tl 6 5 w2563
T wiin g wewwn 1'% \gRen 105561004191
555/37 du 16 mAT0oaT nTasd 90 T 63 (18 o) wwneagrule e dan Tanwa 10110

R s -

1| wismanfiusasdmivimalsnnaee wuiz 2 3000000 6000000

7 |quasaivaeiumsymdiules web Application Firewall) 1 530000.00 530,000.00

3 [yahbunsussuuiirad s aman e 2 3800.00 7 600.00

4 |qunsunsseeiyge L3 Switch) i 24 981 1 110 000.00 110000.00

5 |t Frnaiumlssdnd Mg Hyper-Conversed 4 930000.00 3720 000.00

6 [Waumadymsdanmedemayfomeiurmaiou 9 25000000 1000 00060

7 |eio i Sraguaya navicat) 5 2109800 105 490.00

B |saWansnsuasemEEn Ussm Creator 2 45000.00 1080 000.00

7w s usseaTRn Visam Explorer 5 15000.00 75000.00

10 |qunsni interactive Board 3 230000.00 690 000.00

11 |USul g i a s 1 500 000.00

v

e
- Bug 303U

N

-

avgliilan / Approved by

wigslivg Y§T
(nsrumdiang)

Shyfye Tecthenss |




